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THONG BAO PHAP LY

Alibaba Cloud nhac ban doc ky va hiéu day du moi ndi dung trong phan nay trudc khi
st dung tai liéu. Néu ban doc hodc si dung tai liéu nay, ban dudc xem 13 da chap

nhan tat ca ndi dung dugc khai bao trong phan nay.

1. Ban sé tai xuéng tai liéu nay tu cua Alibaba Cloud hoac
cac kénh khac dugc Alibaba Cloud Uy quyén. Tai liéu nay chi danh cho cac hoat
déng kinh doanh hgp phap va tuan thu. N&i dung trong tai liéu nay la bi mat, do dé
ban phai chiu trach nhiém bao mat.

2. Ban khéng dudc st dung hodc tiét 16 toan bd hodc mét phan ndi dung cua tai
liéu nay cho bat ky bén thi ba ndo ma khéng c6 su cho phép bang van ban cla
Alibaba Cloud. Bat ky linh vuc, cdng ty hodc c& nhan nao cling khéng dugc trich
xuat, dich, sao chép, phat tan hoac céng bd, bang bat ky phuang phap hodc kénh
nao, toan bd hodc mét phan ndi dung trong tai liéu nay ma khéng coé su cho phép
bang van ban cua Alibaba Cloud.

3.  Bat ky khu vuc, céng ty hodc ca nhan nao ciing khéng dudc trich xuat, dich,
sao chép, phat tan hodc céng bd, bang bat ky phuang phap hodc kénh nao,toan bo
hoac mét phan ndi dung trong tai liéu ndy ma khéng co su cho phép bang van ban tu
Alibaba Cloud.

4.  Tai liéu nay co thé thay déi ma khdng can thdong bao trudc do nang cap san
pham, diéu chinh va céc ly do khac.

5.  Alibaba Cloud cé quyén sifa déi ndi dung trong tai liéu nay ma khéng can
thdng bao va xuat ban tai liéu trén kénh dudc Gy quyén khi can thiét. Ban can chu y
dén cac phién ban cua tai liéu nay, tai xudng va lay phién ban cap nhat ti cac kénh

dudc Alibaba Cloud Gy quyén.


https://eu.alibabacloud.com/
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6. Tai liéu nay chi dung dé tham khao vé san pham va dich vu. Alibaba Cloud
cung cap tai liéu nay cho cac san pham va dich vu hién tai, co thé thay déi. Alibaba
Cloud cung cép tai liéu trong béi canh cac san phdm va dich vu cla Alibaba Cloud
dugc cung cap theo dang "nguyén trang", "c6 16i" va "co6 s&n". Alibaba Cloud hé trg
hét slic dé gidi thiéu va hudng dan van hanh phu hop dua trén céng nghé hién tai,
nhung Alibaba Cloud khéng dam bao ré rang hodc ngam dinh vé tinh chinh xac, day
du, phu hgp va dé tin cay cua tai liéu nay. Alibaba Cloud khong chiu trach nhiém
phap ly déi véi 16i hodc mat mat do bat ky linh vuc, cdng ty hodc cd nhan nao tai
xuéng, st dung hodc tin tudng vao tai liéu nay. Trong moi trudng hgp, Alibaba Cloud
khéng chiu trach nhiém phap ly déi véi bat ky thiét hai gian tiép, do hau qua, triing
phat, thai diém, ngau nhién hodc bi phat nao, bao gém ca mat Igi nhuan do st dung
hoac tin tudng vao tai liéu nay (ngay ca khi Alibaba Cloud d4 théng bao cho ban rang
co thé gay ra thiét hai nay). Cac trach nhiém cua Alibaba dugc kiém soat bdi cac
thoa thuan cla Alibaba Cloud, va tai liéu nay khéng phai 1& mét phan hodc khéng suia
déi bat ky thoa thuén nao gilta Alibaba Cloud va khach hang.

7. T4t ca ndi dung bao gébm nhung khéng gidi han & hinh anh, thiét ké, bé cuc
trang, van ban mé ta va sa hiiu tri tué (bao gébm nhung khéng gidi han & nhan hiéu,
bang sang ché, ban quyén va bi mat kinh doanh) dudc su dung trong tai liéu nay
thuéc s& hlu cua Alibaba Cloud va/hoac cac chi nhanh cua Alibaba Cloud. Ban
khéng dugc st dung, slfa ddi, sao chép, céng bo, thay ddi, phat tan, phat hanh hodc
xuat ban ndi dung ti trang web chinh thuc, san pham hoac chuaong trinh cla Alibaba
Cloud ma khéng c6 su cho phép bang van ban tu Alibaba Cloud va/hodc cac chi
nhanh cla Alibaba Cloud. Khéng ai dudc st dung, cdng bé hodc sao chép tén cla
Alibaba Cloud cho bat ky muc dich tiép thi, quang céo, khuyén mai hodc muc dich
nao khac (bao gém nhung khéng gidi han & hinh thic riéng biét hoac két hgp dé su
dung tén, thuong hiéu, logo, mau, tiéu dé, tén sadn pham hoac dich vu, t&n mién,
nhan minh hoa, biéu tugng, dau hiéu hodc mé ta tudng tu cé thé gay hiéu Iam cho
ngudi doc va khién ho nhan ra rang né dén tu Alibaba Cloud va/ho&c cac chi nhanh
cua Alibaba Cloud, cua hoac tu Alibaba Cloud, Aliyun, Wanwang va/hoac cac chi
nhanh cua Alibaba Cloud) ma khéng cé su cho phép bang van ban ti Alibaba Cloud.
8. Néu ban phat hién bat ky 16i hodc sai s6t nao trong tai liéu nay, vui long lién
hé truc tiép véi Alibaba Cloud.
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POl TUONG NGU Ol BDOC

Hudng dan nay nhdm cung cap cho chuyén gia AWS céac
phudng phap luan va théng & t6t nhat dé hiéu vé cd sé ha
tdng clia Alibaba Cloud, cho du ban dang cé ké hoach
trién khai Giai phap da dam may vdéi AWS va Alibaba
Cloud hay dang chuyén sang Alibaba Cloud.
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1. TAl SAO CAN DI CHUYEN?

Sau day la mot s6 can nhéc chinh co thé 1a dong luc thuc day khach hang chuyén
tl Amazon Web Services (AWS) sang Alibaba Cloud hodc 1ap ké hoach cho Giai
phap da dam may bao gém cd AWS va Alibaba Cloud.

Mt yéu té chinh thic day viéc chuyén déi AWS la hiéu qua vé chi phi. B6i v6i phan
I6n cac san pham trén AWS, khach hang c6 thé tim thay cac san pham tudng tu trén
Alibaba Cloud vdi gia canh tranh, hiéu suat t6t va tinh kha dung cao.

Vi du, tinh dén thang 11 nd&m 2021, Alibaba Cloud cung cap Elastic Compute Service
(ECS) v6i May ao c6 kha nang s dung 99,975% cho mét phién ban duy nhat, day la
muic cao nhat so v8i cac nha cung cap dich vu dam may khac. Ngoai ra, gia niém yét
clia nhiéu phién ban Alibaba Cloud ECS ré hon so v&i cac phién ban AWS EC2 c6
théng s6 ky thuat tusng tu.

Hon nira, Alibaba Cloud cung cap cac goi tai nguyén linh hoat, dé st dung va tiét kiém
chi phi dé t6i da héa khoan tiét kiém, chdng han nhu dang ky hang thang cho nhiéu
san pham cla Alibaba Cloud, bao gém Bon vi dung lugng Iuu trit (SCU) dé luu tri, Goi
truyén dif liéu cho luu lugng mang va thanh toan 95% cho Mang doanh nghiép dam
may (CEN), v.v.

>>> Tim hiéu thém vé gia cua Alibaba Cloud:

Alibaba Cloud dudc thanh 1ap tai Trung Quéc va hiéu rd su phic tap cling nhu co hdi
cUa thi trudng Trung Quéc, dam bao rang khach hang cua chung téi dudc cung cap
cac giai phap “Go China" vugt troi.

>>> Tim hiéu thém vé China Gateway:

La mdt cong ty Chau A va Nha cung cép dich vu Co s& ha tang (laaS) s6 mét Chau A
dugc Gartner 1 céng nhan, Alibaba Cloud cé thé nhanh chéng thic day thanh céng
cla ban tai Chau A.

>>> Tim hiéu thém vé Asia Accelerator:


https://www.alibabacloud.com/pricing
https://www.alibabacloud.com/china-gateway
https://www.alibabacloud.com/asia-accelerator
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Alibaba Cloud cé han 10.000 déi tac toan cau va két ndi véi hon 10 don vi kinh doanh
trong Tap doan Alibaba. Piéu nay cung cép dich vu t6t hon cho khach hang, bao gém
hon 200 giai phap nganh, tu tai chinh, ban lé, thuong mai dién tu, blockchain, phucng
tién truyén théng, v.v.

Alibaba Cloud la céng ty tién phong trong linh vuc dam may, ho trg thanh céng khach
hang trong nhiéu nganh. Ké thira tit Alibaba Cloud Public Cloud, Alibaba Cloud Hybrid
Cloud dugc trang bi han 50 danh muc san pham va giai phap toan dién, cho phép ban
thuc hanh Hybrid Cloud trong nhiéu tinh huéng kinh doanh khac nhau. Truy cap trang
web Alibaba Cloud dé tim hiéu thém vé céac giai phap Hybrid Cloud cua Alibaba Cloud.

Quy trinh bao mat cua Alibaba Cloud da dugc cac co quan chuc nang trong va ngoai
Trung Quéc cdng nhan. Bang cach tan dung nhiéu nam kinh nghiém trong viéc bao vé
chéng lai cac méi de doa tu Internet, Alibaba Cloud cung céap bao vé an ninh cho nén
tdng dam may va tich hgp nhiéu tiéu chuén vao kiém soat ndi bd va thiét ké san pham.
>>> Tim hiéu thém vé tuan thi bao mat va quyén riéng tu cla Alibaba Cloud

Bao mat dif liéu ngusi dung dam may |14 mang séng cla ngudi dung va thudc tinh quan
trong clia kha nadng bdo mat téng thé. Vao thang 7 nam 2015, Alibaba Cloud d& khdi
xudng Dé xuat bao vé dir liéu dau tién trong sé cac nha cung cap dich vu dam may tai
Trung Quéc. Pé xuat cong khai nay néu rd quyén sd hitu dif liéu cla tat ca cac nha
phat trién, céng ty, chinh phl va té chiic xa hoi trén nén tang dién toan dam may chi
thudc vé ngudi dung. Nén tang dién toan dam may khéng thé st dung d liéu cho cac
muc dich khac. Nha cung cép dich vu ddm may c6 trach nhiém va nghia vu giup ngudi
dung dam bao tinh bao mat, toan ven va kha dung di liéu cua ho.

Xem thém vé bao mat di liéu cta Alibaba Cloud

Alibaba Cloud cung cap céac dich vu hd trg cuc ky linh hoat, phu hdp véi nhu cau cu
thé cua ban, bao gém viéc chi dinh mét ngudi quan ly tai khoan ky thuat (TAM) va tao
nhém nhan tin tdc thai DingTalk chuyén dung dé hé trg khach hang doanh nghiép.

Tim hiéu thém vé Dich vu Khach Hang cua Alibaba Cloud

/———\//—\\ﬂ


https://www.alibabacloud.com/trust-center/compliance
https://www.alibabacloud.com/solutions/security
https://www.alibabacloud.com/support/after-sales
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2. SO SANH DICH VU

ALIBABA CLOUD VA AWS

DPén thang 2 nam 2024, Alibaba Cloud da c6 mat tai 89 vung ndm trén 30 khu vuc trén
toan thé gidi, cung cap hé trg dich vu dién todn dang tin cdy cho hang ty khach hang,
véi nhiéu trung tdm dd liéu (77 vung nam trén 24 khu vuc) & khu vuc Chau A - Thai
Binh Dudng han bat ky nha cung cap nao khac. Truy cap trang web Alibaba Cloud dé
xem Trung tdm d{f liéu toan cau cla ching toi

Khu vuc

Chau A

Thai Binh
Duadng

(24)

Quéc gia

Trung Quéc
Trung Quéc
Trung Quéc
Trung Quéc
Trung Quéc
Trung Quéc
Trung Quéc
Trung Quéc
Trung Quéc
Trung Quéc
Trung Quéc
Trung Quéc

Trung Quéc

Thanh phd
Béc Kinh
Thanh B6
Phuc Chéu
Quang Chau
Hang Chéu
Ha Nguyén
H6 Hoa Hao bac
Nam Kinh
Thanh Bao
Thugng Hai
Tham Quyén
Ulangab

Vi Han

ID viing
cn-beijing
cn-chengdu
cn-fuzhou
cn-guangzhou
cn-hangzhou
cn-heyuan
cn-huhehaote
cn-nanjing
cn-gingdao
cn-shangha
cn-shenzhen
cn-wulanchabu

cn-wuhan-Ir

S6 zones

12


https://www.alibabacloud.com/global-locations
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Khu vuc Quéc gia Thanh pho ID viing S6 zones

Chau A Trung Quéc  Truong Gia Khau cn-zhangjiakou 3

Thai Binh , . )

Dudng Trung Qudoc | Hong Kbéng cn-hongkong 3

(24) O
Nhat Ban Tokyo ap-northeast-1 3
Han Quéc Seoul ap-northeast-2 1
An bo Mumbai ap-nam-1 2
Singapore Singapore ap-southeast-1 3
Uc Sydney ap-southeast-2 2
Ma Lai Kuala Lumpur ap-southeast-3 2
Indonesia Jarkarta ap-southeast-5 3
Philippines Manila ap-southeast-6 1
Thai Lan Bangkok ap-southeast-7 1

Chau Au va buc Frankfurt eu-central-1 3

Chau My

(4) Anh London eu-west-1 2
My Silicon Valley us-west-1 2
My Virginia us-east-1 2

Trung Dong (2) UAE Dubai me-east-1 1
UAE SAU (Riyadh - me-central-1 2

Vung lan céan)

Alibaba Cloud cung cap danh muc dich vu toan dién. Béi véi hau hét cac dich vu
trén AWS, khach hang cé thé tim thdy cac dich vu tudng tu trén Alibaba Cloud.
Dudi day la so sanh dich vu gitta AWS va Alibaba Cloud.

Khéng phai moi dich vu AWS hodc Alibaba Cloud déu dugc liét ké va khdng phai
moi dich vu phu hdp cé tinh nang tudng duong chinh xac. Dé biét thém théng tin
chi tiét, vui long doc phan nay


https://www.alibabacloud.com/blog/alibaba-cloud-product-comparison-for-aws-professionals_444958
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Elastic Compute
Cloud (EC2)

EC2 Bare Metal
Instances

Lightsail

EC2 GPU
Instances

EC2 Dedicated
Instances

Amazon
WorkSpaces

Cac may chi dam may 4o dan hoi va an
toan dé dap ung tat ca cac nhu cau luu
trr ddm may cua ban.

M6t dich vu tinh toan hiéu suét cao dan
héi va mé roéng theo chiéu ngang, cung
cap hiéu suat dién toan tuong tu nhu may
chu vat ly truyén théng, bao gém ca kha
nang cob lap vat ly.

Mot dich vu dua trén may chu daon leé cho
viéc trién khai Ung dung, quan ly bao mat,
giam sat van hanh va nhiéu hon nira.

EGS cung cap kha nang tinh toan song
song manh mé dua trén cong nghé GPU,
két hgp phan mém va phan cuiing dé gilp
phan bé tai nguyén linh hoat, m& réng hé
thong dan hdi, cai thién sliic manh tinh
toan va giam chi phi cho doanh nghiép
lién quan dén Al cla ban.

M6t nhom tai nguyén chuyén dung cung
cap cac tuy chon trién khai linh hoat va
tuén thu, giup ngudi dung doanh nghiép
kiém soat tét hon ha tdng dam may cua
ho.

Giai phap Desktop-as-a-Service (DaaS)
dua trén nén tang dam may cung cap
dich vu quan ly va van hanh tap trung cho
méi trudng may tinh dé ban.


https://www.alibabacloud.com/product/ecs
https://www.alibabacloud.com/product/ecs
https://www.alibabacloud.com/product/ebm
https://www.alibabacloud.com/product/ebm
https://www.alibabacloud.com/product/swas
https://www.alibabacloud.com/product/heterogeneous_computing
https://www.alibabacloud.com/product/dedicated-host
https://www.alibabacloud.com/product/cloud-desktop
https://www.alibabacloud.com/product/cloud-desktop
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Auto Scaling Tu déng diéu chinh tai nguyén dién toan
dua trén khéi lugng yéu cdu cla ngudi
dung bang cach thém cac phién ban ECS
dé phu hgp v6i nhu cau cua chu ky kinh
doanh cua ban.

CloudFormation Dich vu quan ly toan dién cho viéc sap xép
tai nguyén dién toan dam may va trién khai
ty dong.

Systems Manager Hoat ddng tu dong va dich vu bao tri
(O&M).

SaaS Boost Xay dung cac giai phap SaaS/Phan mém.

/ Quick Start Tich hgp giai phap doi tac ISV.

High-Performance Nén tang dam may HPCaa$S cung cép dich

Computing vu tinh toan céng cdng hiéu suat cao tat ca
trong mot.

AWS Batch Quan ly tai nguyén va lap lich tac vu cho

xU ly hang loat quy mé Ién.


https://www.alibabacloud.com/product/auto-scaling
https://www.alibabacloud.com/product/ros
https://www.alibabacloud.com/product/ros
https://www.alibabacloud.com/product/oos
https://www.alibabacloud.com/product/oos
https://www.alibabacloud.com/product/compute-nest
https://www.alibabacloud.com/product/ehpc
https://www.alibabacloud.com/product/ehpc
https://www.alibabacloud.com/product/ehpc
https://www.alibabacloud.com/product/batch-compute
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Amazon VPC

Elastic Load
Balancing

Private Link

NAT Gateway

Transit Gateway

AWS Global
Accelerator

Dich vu dam may riéng ao cung cap mang
dam may biét 1ap dé van hanh tai nguyén
trong mai trudng an toan.

B6 can bang tai may chld (SLB) phan phéi
luu lugng mang trén cac nhom may chu
phu tr¢ dé cai thién kha nang dich vu va
tinh kha dung cua Ung dung. N6 cung cap
chuc nang nhu mot proxy ngugc 6 Lép 7
(ALB) va dich vu can bang tai 6 Lép 4
(CLB).

K&t néi VPC cla ban vdi cac dich vu trong
VPC khac théng qua cac két néi an toan,
dang tin cay va riéng tu. PrivateLink don
gian hoa kién tric mang va giam rui ro bao
mat vi luu lugng mang khéng di qua
Internet.

Céng NAT cho phép nhiéu phién ban trong
dam may riéng ao (VPC) giao tiép VGi
Internet. C6 thé tao cac quy tdc SNAT va
DNAT tuy chinh dé gitp ban s dung tai
nguyén mang mét cach linh hoat.

M6t mang Iudi toan cau dé nhanh chéng xay
dung hé théng kinh doanh phan tan va dam
may lai, giup ngudi dung tao ra mét mang
lugi véi kha ndng md réng cap doanh nghiép
va kha nang giao tiép cua mang dam may.

Cung cép dich vu tang téc mang cho Ung
dung cua ban trén toan cau vdi bang théng
dugc dam bao va dé tin cay cao.


https://www.alibabacloud.com/product/vpc
https://www.alibabacloud.com/product/vpc
https://www.alibabacloud.com/product/server-load-balancer
https://www.alibabacloud.com/product/server-load-balancer
https://www.alibabacloud.com/product/private-link
https://www.alibabacloud.com/product/nat
https://www.alibabacloud.com/product/cen
https://www.alibabacloud.com/product/cen
https://www.alibabacloud.com/product/ga
https://www.alibabacloud.com/product/ga
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Direct Connect Mdt dich vu mang dé si dung cho phép
két néi bang théng cao, dang tin cay, an
toan va riéng tu gitta cac mdi trudng khac
nhau.

VPN Gateway VPN Gateway cung cép dich vu két néi
mang giup két ndi cac trung tam dif liéu
doanh nghiép, mang van phong va may
khach Internet mét cach an toan va dang
tin cay vdi Virtual Private Cloud (VPC) cla
Alibaba Cloud théng qua cac dudng ham
dugc ma hoa va riéng tu.

Amazon API API Gateway cung cép cac dich vu luu trit
API hiéu suat cao va cé dd s&n sang cao
dé trién khai va phat hanh API cla ban
trén cac san pham cua Alibaba Cloud.

Gateway


https://www.alibabacloud.com/product/express-connect
https://www.alibabacloud.com/product/vpn-gateway
https://www.alibabacloud.com/product/api-gateway
https://www.alibabacloud.com/product/api-gateway
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AWS Snowball Edge Giai phap an toan dé di chuyén di liéu

Storage Optimized cap TB hoac PB Ién Alibaba Cloud.

Amazon Elastic Block Luu trl dU liéu dugc gan vao cac

Store (EBS) phién ban ECS dé dat dugc hiéu
suat cao, do tré thap va do tin cay
cao.

Amazon Simple Dich vu Iuu trr dam may dugc ma

Storage Service (S3) héa c6 thé luu trl, xtr ly va truy cap
lugng dU liéu khong 16 tu moi nai
trén thé gidi.

Amazon Elastic File Bon gian, co thé ma rong, Iuu tri

System (EFS) theo yéu cau va dang tin cay trén

mang dé s dung véi cac phién ban
ECS, HPC va Container Service.

Amazon DynamoDB Dich vu cg s@ di liéu dam may toan
dién NoSQL cho phép luu trit mét
lugng 18n dit liéu cé cau tric va ban
cau trac.

AWS Storage Gateway Cloud Storage Gateway sU dung
0SS cho luu trif dua trén dam may
& phia sau, va hé trg cac giao thuic
luu trit tép va khéi tiéu chuan trong
nganh.


https://www.alibabacloud.com/product/data-transport
https://www.alibabacloud.com/product/disk
https://www.alibabacloud.com/product/disk
https://www.alibabacloud.com/product/object-storage-service
https://www.alibabacloud.com/product/object-storage-service
https://www.alibabacloud.com/product/nas
https://www.alibabacloud.com/product/table-store
https://www.alibabacloud.com/product/cloud-storage-gateway
https://www.alibabacloud.com/product/cloud-storage-gateway
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2.3.4 DICHVULUUTRU DU LIEU

AWS

AWS Cloud Watch, Simple Log Service

CloudWatch Logs,
Kinesis, Kinesis
Firehose, Kinesis
Analytics, Elastic
Search

AWS Backup

Alibaba Cloud

SLS

Cloud Backup

M6 ta

Dich vu ghi nhat ky d{ liéu thdgi gian thuc
hoan chinh hé trg thu thap, tiéu thy,
chuyén giao, tim kiém va phan tich, cai
thién kha nang xu ly.

Dich vu sao Iuu va di chuyén dif liéu cap
doanh nghiép an toan, hiéu qua, tiét kiém
chi phi va cé kha nang mé rong. Cloud
Backup cung cap su bao vé toan dién cho
di liéu dugc luu trir trén Alibaba Cloud va
cac trung tam dir liéu tai chd.


https://www.alibabacloud.com/product/log-service
https://www.alibabacloud.com/product/log-service
https://www.alibabacloud.com/product/hybrid-backup-recovery
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M6t dich vu kho di liéu truc tuyén MPP
(Xt ly Song song Khéng 16) dua trén cd sd
dif liéu ma ngudn ma Greenplum. N6 cung
cap dich vu m@ rong truc tuyén va giam
sat hiéu suat dé giai phong doéi ngi cla
ban khoi cac hoat déng va quan ly (O&M)
phtc tap cua cum MPP.

Dich vu kho dif liéu cap doanh nghiép dua
trén dam may tich hop kha nang cg sé di
liéu va di liéu I8n. AnalyticDB for MySQL
tuong thich cao véi MySQL. D liéu c6 thé
dudc truy van trong vai mili gidy sau khi
dugc ghi, va cac truy van cé thé dudc xu
ly trong vong moét giay.

Phién ban Lakehouse cua Analytic DB for
MySQL st dung kién tric tach biét giita
tinh toan va luu trt, tich hgp kha nang xu
ly hang loat tiét kiém chi phi va phan tich
thdi gian thuc hiéu suat cao. N6 cho phép
ban cau hinh déng bd héa di liéu véi cac
bang Hudi trén Object Storage Service
(0OSS) hoac cac bang C-Store theo thdi
gian thuc moét cach truc quan. M6t ban
sao d{ liéu dugc luu trir & I6p luu trir co
ban dugc si dung dé thuc hién ca xu ly
hang loat va phan tich thgi gian thuc. Ldp
tinh toan cung cap céng cu tinh toan Iap
trinh da ngén ngl Spark suf dung cac API
tiéu chuan hoa.


https://www.alibabacloud.com/product/hybriddb-postgresql
https://www.alibabacloud.com/product/hybriddb-postgresql
https://www.alibabacloud.com/product/analyticdb-for-mysql
https://www.alibabacloud.com/product/analyticdb-for-mysql
https://www.alibabacloud.com/product/analyticdb-for-mysql
https://www.alibabacloud.com/product/analyticdb-for-mysql

Amazon
ElastiCache for
Redis

Amazon
DocumentDB

Amazon
Timestream

Apache HBase on
Amazon EMR

Amazon Keyspaces
(for

Apache Cassandra)
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Mot dich vu co s& di liéu trong bd nhd
dugc quan ly hoan toan, tuong thich vdi
cac giao thuc Redis. N6 c6 thé xu ly dir
liéu dudi dang cap khoa-gia tri véi do tré
phan hoi thap. Pay 1a Iua chon phd bién
cho céc tinh huéng can dd tré phan hoi
thap va kha nang xt ly déng thdi cao.

Mot dich vu cd s di liéu tuang thich vai
MongoDB dudc phat trién dua trén hé
théng phan tan va déng cd Iuu trit dd tin
cay cao cua Apsara. N6 su dung kién tric
da nut dé dam bao tinh san sang cao va
hd trg m& rong dan hoéi, khéi phuc sau
tham hoa, sao Iuu va phuc hdi, ciing nhu
t6i Uu hoa hiéu suét.

Mét dich vu cd s& d liéu dam may dan hoi
hd trg nhiéu md hinh di liéu, c6 kha nang
xU ly cac loai di liéu khac nhau va tucng
thich véi nhiéu déng cd co s& di liéu,
chang han nhu Apache HBase®, Apache
Cassandra® va OpenTSDB.

Mot dich vu ddng cd bang rong cho phép
ban luu trif lugng I18n di liéu ban cau trac
va cau truc trong Iuu trir phan tan, tuong
thich v8i cac API tiéu chudn cua phan
mém va dich vu m& nguén m&, chang han
nhu Apache HBase, Apache Phoenix
(SQL) va Apache Cassandra.

M6t dich vu dong cd bang rong cho phép
ban Iuu trf lugng 18n dif liéu ban cau trac
va cau truc trong Iuu trit phan tan, tuong
thich v8i cac APl tiéu chudn cua phan
mém va dich vu m& nguén m&, chang han
nhu Apache HBase, Apache Phoenix
(SQL) va Apache Cassandra.


https://www.alibabacloud.com/product/apsaradb-for-redis
https://www.alibabacloud.com/product/apsaradb-for-mongodb
https://www.alibabacloud.com/product/apsaradb-for-mongodb
https://www.alibabacloud.com/product/lindorm
https://www.alibabacloud.com/product/lindorm
https://www.alibabacloud.com/product/lindorm
https://www.alibabacloud.com/product/lindorm
https://www.alibabacloud.com/product/lindorm
https://www.alibabacloud.com/product/lindorm
https://www.alibabacloud.com/product/lindorm
https://www.alibabacloud.com/product/lindorm
https://www.alibabacloud.com/product/lindorm
https://www.alibabacloud.com/product/lindorm
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2.4.3

CO SO DU LIEU QUAN HE

AWS

Alibaba Cloud

M6 ta

AWS Aurora

PolarDBA

Thé hé mdi cua ‘Super MySQL,
PostgreSQL hoac tudng thich véi Oracle’
ho trg dung lugng Iuu trlf Ién dén 100 TB.

Amazon RDS for
MySQL

ApsaraDB RDS for
MySQL

Dich vu MySQL dudc cai thién vé tinh san
sang va hiéu suat, ho trg cac phién ban
5.5, 5.6, 5.7 va 8.0.

Amazon RDS for
PostgreSQL

ApsaraDB RDS for
PostgreSQL

M6t dich vu PostgreSQL theo yéu cau vdi
kha nang giam sat tu dong, sao luu va khoi
phuc.

Amazon RDS for
MariaDB

ApsaraDB RDS for
MariaDB

ApsaraDB RDS cho MariaDB tucng thich
véi Oracle va dugc thiét ké vdéi nhiéu tinh
nang cc sé du lieu doanh nghiép. NoO su
dung nhiéu déng co Iuu trit, bao gém
MySQL InnoDB, dé dap Ung cac yéu cau
khac nhau clia ngugi dung.



https://www.alibabacloud.com/product/polardb
https://www.alibabacloud.com/product/apsaradb-for-rds-mysql
https://www.alibabacloud.com/product/apsaradb-for-rds-mysql
https://www.alibabacloud.com/product/apsaradb-for-rds-postgresql
https://www.alibabacloud.com/product/apsaradb-for-rds-postgresql
https://www.alibabacloud.com/product/apsaradb-for-rds-mariadb
https://www.alibabacloud.com/product/apsaradb-for-rds-mariadb
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AWS Database
Migration Service

AWS Application
Migration Service
(AWS MGN)

Dich vu Truyén D( liéu (DTS) cho phép di
chuyén di liéu gilra cac kho di liéu, chang
han nhu cd s& di liéu quan hé, co s6 di
liéu NoSQL va kho dit liéu, hd trg nhiéu
ché dd sao chép di liéu, bao goém di
chuyén dir liéu, tich hgp dit liéu, ddng bd
hoa dir liéu va theo ddi thay déi.

ADAM la mét tinh nang cua DTS cho phép
cac Ung dung cd s& dU liéu (dac biét la
cho Oracle) di chuyén I&n dam may, cung
cap cac coéng cu tich hgp dé hd trg toan
bdé qua trinh di chuyén cd s& di liéu,
chéng han nhu hé trg di chuyén, di chuyén
dit liéu va di chuyén Ung dung dé giam
thiéu rui ro.

Ban xem thém cac giai phap dam may tap trung vao cd saé di liéu tai


https://www.alibabacloud.com/product/data-transmission-service
https://www.alibabacloud.com/product/data-transmission-service
https://www.alibabacloud.com/help/en/dts/user-guide/heterogeneous-database-migration/
https://www.alibabacloud.com/help/en/dts/user-guide/heterogeneous-database-migration/
https://www.alibabacloud.com/help/en/dts/user-guide/heterogeneous-database-migration/
https://www.alibabacloud.com/help/en/dts/user-guide/heterogeneous-database-migration/
https://github.com/alibabacloud-howto/database

AWS Shield -
Advanced

AWS Shield -
Standard

AWS WAF

AWS Certificate
Manager

AWS Security Hub,

AWS Guard Duty,
AWS Inspector

AWS Config

AWS Network
Firewall
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Bao vé DDoS toan dién cho doanh nghiép
dé phong tha théng minh trudc cac cudc
tan céng DDoS phuc tap, giam thiéu rui ro
méat mat kinh doanh va giam thiéu cac moi
de doa an ninh tiém an.

Alibaba Cloud Anti-DDoS Basic la mét dich
vu bao mat duya trén dam may tich hgp vai
cac phién ban Alibaba Cloud ECS dé bao
vé d{ liéu va ng dung khoi cac cudc tan
cdng DDoS, déng thdi cung cap kha ndng
hién thi va kiém soat tdng cudng doi Vi
cac bién phap bao mat cua ban.

Dich vu bao vé cac trang web va may chu
dua trén kha nang tinh toan théng minh
cla Alibaba Cloud Security, cung céap
giam sat thsi gian thuc cho céc dich vu dé
dam bao tinh san sang cao.

Phudng phap an toan va dang tin cay dé
ma hoa cac giao tiép, xac minh danh tinh,
bao vé tinh toan ven cla di liéu va thiét
lap cac méi quan hé tin cay gilta cac bén
giao tiép.

Hé théng quan ly bao mat hdp nhat, phan
tich va théng bao vé cac moi de doa bao
mat theo thaGi gian thuc, bao vé ban khoi
ransomware, virus va viéc gia mao trang
web.

Dich vu theo déi va kiém tra cac cau hinh
cla tai nguyén Alibaba Cloud, giup ban
dat dudc su tuan tha cla cac cau hinh tai
nguyeén.

Cloud Firewall la mét trong nhiing tudng
Iita SaaS dau tién dudc trién khai trén dam
may cdéng cong, cung cap kiém soat Iuu
lugng va bao mat cho Internet, cac dam
may riéng ao (VPC) va cac may chui trong
VPC.


https://www.alibabacloud.com/product/ddos
https://www.alibabacloud.com/product/anti-ddos
https://www.alibabacloud.com/product/web-application-firewall
https://www.alibabacloud.com/product/web-application-firewall
https://www.alibabacloud.com/product/certificates
https://www.alibabacloud.com/product/certificates
https://www.alibabacloud.com/product/certificates
https://www.alibabacloud.com/product/security-center
https://www.alibabacloud.com/product/cloud-config
https://www.alibabacloud.com/product/cfw
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AWS Systems
Manager

AWS CloudTrail

M6t nén tang hop nhat, hiéu qua va an
toan cho phép ban quan ly cac hoat déng
van hanh va bao tri (O&M) tai san va tai
tao cac kich ban O&M theo thdi gian thuc
dé hd trg xac thuc danh tinh, kiém soat
truy cap va kiém tra hoat déng.

ActionTrail theo d6i cac hanh dong cua tai
khoan Alibaba Cloud cla ban, ghi lai
chuiing dudi dang su kién dé hé trg kiém tra
va cho phép ban chuyén céc su kién dén
cac Logstore dugc chi dinh trong Simple
Log Service va cac bucket cua Object
Storage Service (0OSS).


https://www.alibabacloud.com/product/bastionhost
https://www.alibabacloud.com/product/actiontrail
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AWS Key
Management
Service (KMS)

AWS CloudHSM

AWS Identity and
Access
Management (IAM)

Amazon Cognito

KMS cung cép cac dich vu quan ly khéa va
ma hoa an toan, tuan thu dé ma hda va bao
vé cac tai san dif liéu nhay cam, cung cap
nhat ky st dung khoa qua ActionTrail, xoay
vong khoéa tuy chinh va cac HSM tuan thu
FIPS 140-2 Cap 3 dé giup dap Ung cac yéu
cau quy dinh.

Cac md-dun bao mat phan cling (HSM) tiéu
chuan céng nghiép dugc trién khai trén
Alibaba Cloud.

Bao vé tai nguyén dam may cla ban vdi
Quan ly Truy cap Tai nguyén dé xac
dinh cac quyén truy cap chi tiét cho
nguadi dung va nhém.

Dich vu Nhan dang nhu mét Dich vu
(IDaas) la mot dich vu quan ly danh tinh
va truy cap (IAM) dua trén dam may,
bao gébm cac chuc nang toan dién nhu
cdng ngudi dung, thu muc ngudi dung,
xac thuc linh hoat, dang nhap mét Ian,
Uy quyén tap trung va bao céo kiém tra.


https://www.alibabacloud.com/product/kms
https://www.alibabacloud.com/product/kms
https://www.alibabacloud.com/product/cloudhsm
https://www.alibabacloud.com/product/cloudhsm
https://www.alibabacloud.com/product/ram
https://www.alibabacloud.com/product/ram
https://www.alibabacloud.com/product/identity-as-a-service-idaas
https://www.alibabacloud.com/product/identity-as-a-service-idaas

A1 Consulting | Hudng dan vé co s& ha tdng dam may danh cho chuyén gia AWS

Amazon
CloudWatch

AWS X-Ray

AWS Fargate

Amazon Elastic
Kubernetes
Service (EKS)

Amazon Elastic
Container
Registry (ECR)

AWS App Mesh

ARMS cung cap giam sat hiéu suat toan dién,
canh bao va phan tich truy vét ti dau dén
cubi bang cach gidm sat va phan tich hanh vi
ngudi dung va hiéu suat trang trong cac moi
trudng khach hang, chang han nhu trinh
duyét, chuong trinh nhd va ung dung di dong,
dé cai thién trai nghiém ngugi dung.

Cho phép cac nha phat trién nhanh chéng
xac dinh nguyén nhan géc ré va phan tich
cac nut that hiéu suat cho cac ung dung
phan tan.

Dich vu instance container khdng may chu
linh hoat va an toan, dé dang chay céac
container ma khéng can quan ly may chu,
cho phép ban tap trung vao cac ung dung
kinh doanh cta minh thay vi quan ly ha tang.

Dich vu dua trén Kubernetes tich hgp cac kha
nang ao hoa, luu trt, mang va bao mat, dam
bao hiéu sudt cao cho cac doanh nghiép
bang cach chay céc Uing dung container héa
trén dam may.

Nén tang quan ly hién vat dam may géc dudc
quan ly hoan toan. ACR cung cdp bao mat tu
dau dén cubi, xay dung théng minh, phan
phoi hiéu quéa cac hinh anh Docker container,
Helm Charts va cac hién vat tuang thich OCI.

Nén tang Iudi dich vu dudc quan Iy hoan toan,
tuong thich vdi Istio. ASM cung cap quan ly
Iuu lugng nhat quan, giao tiép an toan véi xac
thuc va kha nang quan sat dich vu trong cac
maéi trudng khéng ddng nhat.


https://www.alibabacloud.com/product/arms
https://www.alibabacloud.com/product/arms
https://www.alibabacloud.com/product/arms
https://www.alibabacloud.com/product/arms
https://www.alibabacloud.com/product/tracing-analysis
https://www.alibabacloud.com/product/elastic-container-instance
https://www.alibabacloud.com/product/elastic-container-instance
https://www.alibabacloud.com/product/elastic-container-instance
https://www.alibabacloud.com/product/elastic-container-instance
https://www.alibabacloud.com/product/elastic-container-instance
https://www.alibabacloud.com/product/kubernetes
https://www.alibabacloud.com/product/kubernetes
https://www.alibabacloud.com/product/kubernetes
https://www.alibabacloud.com/product/kubernetes
https://www.alibabacloud.com/product/container-registry
https://www.alibabacloud.com/product/container-registry
https://www.alibabacloud.com/product/servicemesh
https://www.alibabacloud.com/product/servicemesh
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Amazon Managed
Streaming for
Apache Kafka
(Amazon MSK)

Amazon MQ

Amazon Simple
Notification Service
(SNS)

Dich vu Apache Kafka dugc
quan ly hoan toan, quan ly cac
hoat dong lién quan dén ha tang
phiic tap, bao gém céau hinh,
bdo tri, nAng cap va giam sat
khéi lugng céng viéc cua ban
dé gilup ban nhanh chéng xay
dung cac dusng dan dir liéu.

Dich vu nhan tin phan tan, dudc
quan ly hoan toan va chuyén
nghiép, cé dac diém théng
lugng cao, dd tré thap va kha
nang ma réng cao. Dich vu nay
hé trg Giao thiic Hang dgi Tin
nhan Nang cao (AMQP) va hoan
toan tudng thich vGi RabbitMQ
ma ngudn mé.

Dich vu hang dgi tin nhan va
théng bao phan tan hd trg cac
hoat ddng déng thsi dé tao diéu
kién chuyén tin nhan gilla cac
Uing dung va hé théng tach rdi.


https://www.alibabacloud.com/product/kafka
https://www.alibabacloud.com/product/rabbitmq
https://www.alibabacloud.com/product/message-service
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AWS Elastic Beanstalk

AWS AppConfig

AWS Lambda

AWS Step Functions

Serverless App Engine (SAE) la nén tang
dich vu khédng may chi dau tién trén thé
gidi hudng dén ng dung, cung cap giai
phap Iuu trf tng dung moét clia hiéu qua
cao va tiét kiém chi phi.

Nén tang microservices mét clia tuong
thich va@i cac hé sinh thai microservices
ma ngudn md chinh trong nganh, MSE
cung cap trung tdm dang ky va cau hinh
dugc quan ly hoan toan, cung vai kha
nang quan tri gateway va microservices.
Tap trung quan ly cac cau hinh tng dung
va thuc hién day cau hinh theo thdi gian
thuc trong maéi trudng phan tan.

Serverless App Engine (SAE) la nén tang
dich vu khéng may chu dau tién trén thé
gidi hudng dén (ing dung, cung cap giai
phap Iuu trt Ung dung mot clia hiéu qua
cao va tiét kiém chi phi.

Nén tang microservices mét cla tudong
thich vGi cac hé sinh thai microservices
ma nguén mé chinh trong nganh, MSE
cung cép trung tam ding ky va cau hinh
dugc quan ly hoan toan, cung vai kha
nang quan tri gateway va microservices.
Tap trung quan ly cac cau hinh tng dung
va thuc hién day cau hinh theo thdi gian
thuc trong moi trudng phan tan.


https://www.alibabacloud.com/product/severless-application-engine
https://www.alibabacloud.com/product/severless-application-engine
https://www.alibabacloud.com/product/microservices-engine
https://www.alibabacloud.com/product/microservices-engine
https://www.alibabacloud.com/product/function-compute
https://www.alibabacloud.com/product/function-compute
https://www.alibabacloud.com/product/serverless-workflow
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Amazon Redshift

Amazon
OpenSearch
Service

Amazon EMR

Amazon Managed
Service for Apache
Flink

Amazon Kinesis

Alibaba Cloud MaxCompute, trudc day
dugc goi la ODPS, Ia mét giai phap kho di
lieu dugc luu tr hoan toan va nhanh
chong, c6 kha nang xu ly di liéu 6 muc
terabyte hoac petabyte. MaxCompute
cung cap cac phuong an nhap di liéu
hoan chinh va cac md hinh tinh toan phan
tan cé dién khac nhau. N6 hé trg tinh toan
nhanh trén moét lugng Idn di liéu, giam chi
phi doanh nghiép va dam bao an ninh du
lieu.

Dua trén céng cu Elastic Search ma ngudn
mé& dugc thiét ké cho tim kiém va phan
tich. Elasticsearch co6 cac tinh nang kiém
soat truy cap cap doanh nghiép, giam sat
bao mat va cap nhat tu dong.

Nén tang d liéu I6n tat ca trong mét cung
cép céac dich vu quan ly cum, cdng viéc va
dif liéu dua trén cac hé sinh thai ma ngudn
md, chang han nhu Hadoop, Spark, Kafka,
Flink va Storm.

Nén tang tich hgp nay dé xu ly di liéu thai
gian thuc téi uu héa dién toan Apache
Flink. V&i Realtime Compute, chung tdi né
luc cung cap cac giai phap mdi gilp ban
nang cap kha nang di liéu 16n trong qua
trinh chuyén doi sé.

Nén tang tich hop cao dé xU ly dit liéu thgi
gian thuc t6i uu héa dién toan Apache
Flink. V&i Realtime Compute, Alibaba
Cloud dang né Iuc cung cap cac giai phap
mai dé giup ban nang cap kha nang di
liéu I8n trong qua trinh chuyén déi s6.


https://www.alibabacloud.com/product/maxcompute
https://www.alibabacloud.com/product/elasticsearch
https://www.alibabacloud.com/product/elasticsearch
https://www.alibabacloud.com/product/emapreduce
https://www.alibabacloud.com/product/emapreduce
https://www.alibabacloud.com/product/realtime-compute
https://www.alibabacloud.com/product/realtime-compute
https://www.alibabacloud.com/product/realtime-compute
https://www.alibabacloud.com/product/realtime-compute
https://www.alibabacloud.com/product/realtime-compute
https://www.alibabacloud.com/product/realtime-compute
https://www.alibabacloud.com/product/realtime-compute
https://www.alibabacloud.com/product/realtime-compute
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AWS Glue

AWS Lake Formation

Amazon CloudSearch

Amazon CloudSearch

Dé& dang xay dung cac hé di liéu dua trén
dam may trong vai ngay va@i DLF. Dich vu
dam may nay cho phép ban quan ly tap
trung siéu dir liéu va quyén ngudi dung
trong mot hé dif liéu dua trén dam may va
hd trg trich xuat siéu di liéu tu dong.
Alibaba Cloud E-MapReduce (EMR)
Workflow la mét dich vu dugc quan ly toan
dién dugc s dung dé lap cac quy trinh
lam viéc va nhiém vu. Dich vu nay tucng
thich véi Apache Dolphin Scheduler ma
nguén md. EMR Workflow cung cép cac
dich vu 1ap lich dé si dung. Ban co thé
quan ly cac quy trinh lam viéc va nhiém vu
mot cach dé dang dua trén giao dién van
hanh truc quan va xay dung cac kho du
liéu mot cach hiéu qua. Diéu nay dam bao
cac nhiém vu chay én dinh.

Dé& dang xay dung cac hé dif liéu dua trén
dam may trong vai ngay véi DLF. Dich vu
dam may nay cho phép ban quan ly tap
trung siéu dir liéu va quyén ngudi ding
trong mot hod dif liéu dua trén dam may va
hé trg trich xuat siéu di liéu tu dong.

Nén tang mot clta nay dé phat trién cac
dich vu tim kiém théng minh thuong mai
dua trén nén tang coéng cu tim kiém phan
tan quy mod 18n do Alibaba phat trién.
OpenSearch cung cép cac dich vu tam
trung cho hoat ddng tim kiém cét 16i cua
Tap doan Alibaba, bao gém Taobao, Tmall
va Cainiao.

Nén tang mdt clta nay dé phat trién cac
dich vu tim kiém théng minh thuong mai
dua trén nén tang cong cu tim kiém phan
tan quy mod 18n do Alibaba phat trién.
OpenSearch cung cap cac dich vu tam
trung cho hoat ddng tim kiém cét 16i cla
Tap doan Alibaba, bao gém Taobao,
Tmall va Cainiao.


https://www.alibabacloud.com/product/datalake-formation
https://www.alibabacloud.com/product/datalake-formation
https://www.alibabacloud.com/product/datalake-formation
https://www.alibabacloud.com/product/datalake-formation
https://www.alibabacloud.com/product/datalake-formation
https://www.alibabacloud.com/product/datalake-formation
https://www.alibabacloud.com/product/datalake-formation
https://www.alibabacloud.com/product/opensearch
https://www.alibabacloud.com/product/opensearch
https://www.alibabacloud.com/product/opensearch
https://www.alibabacloud.com/product/opensearch
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3. QUA TRINH DI CHUYEN

Viéc chuyén ti nha cung cap dam may nay sang nha cung cap dam may khac
c6 thé 13 moét tién trinh phic tap. P& qua trinh nay dé dang hon, chung t6i da
bién soan mdt phuong phap gém 05 budc dua trén kinh nghiém cua hang nghin
khach hang.

Giai doan danh gia dugc st dung dé hiéu kién tric hé théng (vi du: kiém ké may
chu), tinh kha thi cla viéc di chuyén (vi du: thdi gian ngiing hoat déng va yéu
cau di liéu), khéi lugng céng viéc, chi phi va moi rui ro tiém &n lién quan dén
viéc di chuyén.

Trudc khi di chuyén, doanh nghiép nén I1ap ké hoach di chuyén toan dién. biéu
nay bao gém lap ké hoach trién khai, anh xa cac san pham dudc s dung trong
AWS sang Alibaba Cloud, thuc hién cac thay déi cé thé c6 déi véi iing dung va
xac minh giai phap chuyén déi.

Sau khi giai phap di chuyén dugc thiét k&, viéc trién khai dién ra theo tiing giai
doan. Dau tién, cadc may chl Ung dung va container phai dudc di chuyén va cac
dich vu phai dugc kiém tra sau khi di chuyén, sau dé co s& di liéu va di liéu.
C6 thé tim thay thém théng tin chi tiét trong cac phién san pham.

Ludn ludn phai cé mot ké hoach du phong dudc chuan bj trong trudng hgp hay
bé ngoai ké hoach.
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=

Theo déi viéc st dung tai nguyén va hiéu suat (ng dung, quan ly cac hoat ddng va
quyén han phu hgdp, cling nhu tao diéu kién thuan Igi cho viéc trién khai cq s& ha
tang trong tuong lai 1a diéu can thiét sau khi qua trinh di chuyén sang Alibaba Cloud
hoan tat.

Step 1: Assess Migration Step 2: Plan and Customize Migration Step 3: Migrate to Alibaba Cloud

Container Modernization

Cloud Migration Hub Data Online Migration
Cloud Migration Hub Multi-Cloud
kel » Cloud Migration Hub Management * T VMWare Migration frisss
ver Migration .
Cantar Hyhbrid Backup Recovery
Sleouid b gitlcn Cloud Governance Landing Zone SAP Migaticn
ofstinng Senvica Center Service Data Transmission Applicaiion Migration
Sance Cloud Migration Service

Step 4: Manage Resources on the Cloud

Business Continuity Cost Management Managed Services Autornation Observability and Monitoring
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4. THUC HANH DI CHUYEN

Dé dam bao an toan hoat ddng, tuan tha, kha nang quan ly, va kha nang ma rong cla
doanh nghiép dam may, déng thdi day nhanh téc dd di chuyén lén dam may, ching
toi khuyén nghi khach hang thiét ké va xay dung Alibaba Cloud Landing Zone trudc
khi di chuyén. Khi di chuyén, uu tién dudgc danh cho hai vung 1an can 1a 1ap ké hoach
tai nguyén va thdm quyén nhan dang. Thiét ké kién trdc dién hinh nhu sau.

MasterAccount

Identity Federation Resource Management Cost Management Audit & Complicane
S Q ofll & S
Cloud SSO RD Consolidated Billing Cost Insight Action Trail Config

Core OU - Security Account Core0U: Shared

w (3, Service Account Applications OU - LOB 1

= - Test Account

Security Center Cloud Firewall &
DMZ VPC Applications OU - LOB 1
- Production Account
Core OU - Log Archive Account K dph o
: P NAT SLB &5 |Infrastructure
Host Action Config layer - VPC
Log Log Log @ = =
ECS K8S
&5 DMZ VPC . Data
Core OU - Ops Account gy Data niefigence
@ C% @ layer - VPC
Monitoring  CI/CD Bastionhost AD Bastionhost  Others @ = @
RDS  Redis

C&u tric nhiéu tai khoan 1a cd s& cla Landing Zone, Alibaba Cloud ciing cung
cép cau trdc nhiéu tai khoan. Sau day sé giai thich cach thiét 1ap c4u trdc nhiéu
tai khoan Landing Zone trong Alibaba Cloud.
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1. Xac dinh tai khoan chinh

Budc dau tién 13 xac nhan tai khoan chinh cta doanh nghiép. Tai khoan chinh quan ly
doanh nghiép bao gém Resource Directory (RD), dugc si dung dé quan ly nhiéu tai
khoan. Ban c6 thé s dung tai khoan nay nhu mét tai khoan Iuu ky tai chinh va su
dung tai khoan nay dé thuc hién thanh toan va quyét toan théng nhat cho cac tai
khoan khac. Ban ciing c6 thé xem hoa don dam may theo cach théng nhéat, théng
nhat cac quy téc kiém toan dugc cau hinh bai tai khoan nay va gui chuing dén ting tai
khoan thanh vién.

2. Tao thu muc tai nguyén

Alibaba Cloud Resource Directory c6 thé cung cap cho céc té chiic AWS clng mét
nang luc, thuc thé cé méi quan hé tuong (ng nhu sau:

T6 chiic don vi Thu muc

(OUs)

Tai khoan AWS Thanh vién

AWS Resource Tai nguyén Chia sé

Access Manager

Ban co thé si dung tai khoan chinh dé kich hoat dich vu Resource Directory va tao
thu muc tai nguyén trong Resource Directory dua trén cac diéu kién dich vu thuc té
clia doanh nghiép ban. Ban c6 thé tao it nhat hai thu muc tai nguyén phu hgp véi cach
su dung AWS.

» COt 16i: Quan ly tap trung céc tai khoan dich vu céng cdng
» Tuy chinh: Quan ly tap trung tai khoan dich vu tuy chinh

3. Tao moét tai khoan dich vu céng cong

Sau khi thiét 1ap Resource Directory, ban can tao ba tai khoan dich vu dung chung.
Qua trinh tao tai khoan tuong tu nhu AWS, cé thé hoan tat trong danh muc tai nguyén.
Can luu y rdng cac chuic ndng do céac tai khoan dich vu céng cdng nay cung cap
dugc thuc hién bai cac san pham khac nhau trong Alibaba Cloud.
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i Chia sé tai khoan dich vu

Cac tai khoan dich vu dung chung va cac dich vu dung chung cla doanh nghiép sé
dugc trién khai trong tai khodn nay, chang han nhu cau hinh mang va quyén truy cap
hdp nhéat vao cau hinh mang céng céng, v.v.

Cac san pham dam may lién quan dén mang, hay tham khdo phan mang.

i, Nhatky tai khoan

Nhat ky tai khoan, tdng hgp nhat ky cua tat ca tai khoan thanh vién, bao gém nhat ky

hanh vi van hanh san pham dam may, nhat ky kiém tra va nhat ky doanh nghiép.

AWS Cloud Trail

AWS C4u hinh

iii. Bao vé tai khoan:

N6i chung, doanh nghiép sé su dung tai khoan nay dé cau hinh cac san pham bao
mat lién quan, nhu tudng Itra ing dung web chung (WAF), IP phong thu cao, v.v.

Cac san pham an ninh ddm may, tham khao Muc An Ninh.

Tai Alibaba Cloud, ching téi st dung cac san pham va dich vu nhu kiém soat truy cap
(RAM) dé dat dugc kha nang quan ly danh tinh va kiém soat truy cap.

RAM 13 co ché kiém soat truy cap tién tién dua trén kiém soat truy cap dua trén thudc
tinh (Attribute-Based Access Control, ABAC). Khi yéu cau cla khach hang dén
Alibaba Cloud, Alibaba Cloud sé& danh gia cac dac diém yéu cau hién dang dudc truy
cap, cac dac diém nhan dang va cac dac diém tai nguyén phu hdp véi cac quyén
dudc cau hinh cla danh tinh dé hoan tat xac thuc.

Kiém soat danh tinh va truy cap dudc hé trg bdi mbi san pham dam may cé thé dudc
tim thay trong cac dich vu dam may va cac dich vu dam may


https://help.aliyun.com/zh/ram/product-overview/services-that-work-with-ram
https://help.aliyun.com/zh/ram/product-overview/services-that-work-with-sts
https://www.alibabacloud.com/product/actiontrail
https://www.alibabacloud.com/product/cloud-config
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4.1.3 DANG NHAP MOT LAN (SSO)

Trong trudng hdp c6 nhiéu tai khoan, maéi tai khoan can quan ly quyén nhan dang
cla minh va cau hinh ddng nhap mét lan gitta mdi tai khoan va Alibaba Cloud. Chi
phi quan ly nay co thé rat cao.

Chung t6i khuyén ban nén st dung Alibaba Cloud Bam may SSO, cé thé tich hop
quan ly danh tinh hgp nhat nhiéu tai khoan va kiém soat truy cap cua Alibaba
Cloud Resource Directory (RD).

RD Management Account RD Member Accounts
I Cloud §50

! e Cloud Account 1

) Configuration W Cloud Resources
2580 |

Enterorice lgp 2T 1 Cloud SSO 3 Access ||, [SRREECEEE
10l | Identities Configuration RAM Role g2 Cloud Resources

User/Group Provisioning SCIM | Cloud Account 3

Identity mapping User | 4 Auth 3 Access

SSOISAML ! il Configuration e W Cloud Resources


https://www.alibabacloud.com/help/en/resource-management/use-cases/use-cloudsso-to-implement-centralized-management-for-identities-and-permissions-of-multiple-accounts
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Trudc khi di chuyén AWS VM sang Alibaba Cloud, ban phai chon loai phién ban tuong
(tng mdt cach can than. Bang cach chon loai phu hgp, né cé thé cai thién hiéu suat
(ing dung déng thai gidam téng chi phi tai nguyén dién toan.

Pay la sc d6 dé hién thi danh muc cac dong phién ban Alibaba Cloud. Ban c6 thé tim
hiéu loai khéi lugng céng viéc hoac kich ban nao dang chay trén méi dong phién ban
trén trang web Alibaba Cloud

G/C/R7 HFG/C/R7 REGe/REG 13/13g G7NE/G5NE G/CTT GN7/GN6 NPU -

G/C/R6e HFG/C/R6 RE6P 12/12g

G/C/R6

G/C/R7a

G/C/R6a

G/Cér

T6/T5

General
G/C/R
Burstable

Compute
enhanced

D2S

D2C

X86 computing platform

G/C6T

GNG6i/6e/6v

VGNGi/5i

Heterogeneous computing platform

Instance Description AWS Alibaba Cloud
Burstable T4g/T3a/T3 T6/T5
General Purpose(Intel CPU) M7i/M6i G8i/G7
Compute Optimized(Intel CPU) C7i/C6i C8i/C7
Memory Optimized(intel CPU) R7i/R6i R8Ii/R7
Memory Enhanced X2idn/x2iedn RE7P/RE6P/RE6
Security Enhanced Enclave G/C/RTt
Instance with Local SSD 14i 14/14g
Instance with Local HDD D3 D3c/D3s
GPU Instances P5/P4 GN7/GN6
FPGA Instances F1 F3/F1
AMD Instances M7a/C7a/R7a G8a/C8a/R8a
ARM Instances M7g/C7g/R7g G8y/C8y/R8y

-
HPC PaaS
High
performance
computing

Sau day la loai phién ban Alibaba ECS so v8i AWS, cung cap cai nhin téng quan vé
cach méi dich vu thé hién.


https://www.alibabacloud.com/product/ecs
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4.2.2 DUNG SMC DI CHUYEN VM TU’ AWS SANG ALIBABA CLOUD

SMC la gi?

Alibaba Cloud Server Migration Center (SMC) & mét cédng cu mién phi cho Cloud
Migration dudc trién khai vao thang 11 ndm 2017. SMC cho phép ban di chuyén mét
hoac nhiéu may chi ngudn sang Alibaba Cloud. My chu ngudn c6 thé [a may chu
trong trung tam dif liéu, may &0, may chu trén cac nén tdng dam may khac va céac loai
may chu khac. SMC gilp ban tu déng hoa viéc di chuyén cac méi trusng Ung dung
may chu va don giadn héa di chuyén hinh anh hé théng sang cac phién ban ECS. bé
tao diéu kién thuan Igi cho viéc quan ly cac tac vu di chuyén, SMC cung cap cac API
cho phép ban tao va thuc thi cac tap Iénh di chuyén va truy van tién trinh di chuyén.

SMC c6 thé gitp gi?

How to Migrate Your Business to the Cloud

1 2 3 4
Pre-migration } Server Verification Business
Evaluation Migratien on the Cleud Swilchover

SMC Works in These Steps

SMC hoat déng trong qua trinh di chuyén may chu va cé thé giip xac minh VM
sau khi di chuyén. Trudc khi SMC di chuyén VM, can thuc hién danh gia. Chung
t6i dé xuat di chuyén VM bang mé hinh mua hang tra tién khi st dung trudc
(pay-as-you-go) khi chuyén doanh nghiép sang Alibaba Cloud va sau dé, ban cé
thé thay déi PAYG sang cac md hinh mua hang khac nhu dang ky hang
thang/hang nam.

Other Cloud
Service Provicers

Viware
OpenStack

Data Other Alibaba
Center Cloud Regions

(Luu y: déi véi viéc di chuyén cg sa dif liéu, nén st dung DTS)
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SMC cho phép ban di chuyén may chu ti trung tdm d(f liéu cua riéng ban, may ao cuc
b6 (VMware, Virtual Box, Xen va KVM) va cac nén tdng dam may khac nhu AWS,
Azure, Google Cloud, Huawei Cloud, Tencent Cloud, UCloud, Telecom Cloud va
QingCloud.

Lgi ich chinh cua SMC la gi?

Khéng phu thudc vao moi Khéng Luu tr Khong co6 thdi
trudng cg ban cuc bd gian chét
SMC hb trg ca P2V va Dt liéu dugc di chuyén tryc tiép Viéc di chuyén khong anh hudng
V2V, nhiéu dinh dang Ién ddm may va khong chiém dén‘céc dich vu cla hé thong
hé thong tap tin va dung lugng luu trf cuc bd. ngudn vé’ khéng gay ra tinh trang
nhiéu loai dia. sap hé thong
Nhe C4u hinh Di chuyén chi bang
va Di déng linh hoat mot cu nhap chudt

May khach SMC co kich thudc
nho va khéng can cai dat. N6 bao
gom viéc trién khai don gian.

SMC cung cép nhiéu giai phap di
chuyén va truyén tai ma ban co

Qua trinh di chuyén dugc
quan ly. Ban c6 thé bt dau di
chuyén chi béng vai cd nhap

thé lua chon. chudt.

Cac budc di chuyén SMC
Ban can dam bao cac budc sau dugc chuan bij ky ludng trudc khi thuc hién di chuyén
SMC:

Operations on the Source Server Operations in the Console

4 Wait for Migration
Completion

SNerify Instances

1.Download 2 Run the Main Program ’ 3Create a
the SMC Client {Import Source Servers) Migration Task

(Luu y: d6i véi viéc di chuyén cg sd di liéu, nén st dung DTS)

» RAM va accessKey da dudc chuan bi
https://www.alibabacloud.com/help/doc-detail/122993.htm

» K&t ndi mang (mang céng cdng hodc mang riéng) gitta nguén VM va diém dén VM.
» M@6i trudng mang dich dugc tao bao gém VPC, vSwitch, nhém an ninh.



https://www.alibabacloud.com/help/doc-detail/122993.htm
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Dé di chuyén mot may ao (VM) I1én Alibaba Cloud, ban can thuc hién ndm budc co ban
sau:

BuSc 1: Tai xubng va cai dat ing dung khach SMC trén may chl ngudn cua ban.
Ung dung khach cé cac phién ban 32-bit va 64-bit cho Windows va Linux, vui long
chon phién ban phu hgp.

"go2aliyun_client” la chuong trinh chinh.
"user_config.json” |a tép cau hinh ngudi dung.

Budc 2: Chay chuong trinh chinh trén may chd nguén dé nhap théng tin may chu
ngudn vao dich vu Alibaba Cloud SMC.

Budc 3: Tao mét tac vu di chuyén trong bang diéu khién SMC cua Alibaba Cloud va
bt dau cong viéc.

Budc 4: Qué trinh di chuyén sé tu ddng dién ra cho dén khi hoan tat; th&i gian di
chuyén phu thudc vao dung lugng dir liéu cia may chd ngudn va bang théng truyén
di.

Budc 5: Xac minh két qua di chuyén.

Dudi day la mét s6 link hitu ich cho cac céng cu SMC. Néu gap bat ky su cd ndo ban
c6 thé lién hé véi nhom dich vu Alibaba Cloud GTS dé dugc hé trg:

» SMC Bang diéu khién:
» SMC H6 tro:


https://account.aliyun.com/login/login.htm?oauth_callback=https%3A%2F%2Fsmc.console.aliyun.com%2Fhome&lang=en
https://www.alibabacloud.com/help/en/smc/
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a. Trién khai NLB

Network Load Balancer (NLB) Ia dich vu can bang tai LSp 4. NLB cung cép hiéu suét
cuc cao va co thé tu ddng ma rdng theo nhu cau. Mot phién ban NLB hé trg tsi 100
triéu két néi déng thdi, ly tudng cho cac dich vu yéu cau déng thsi cao.

»

Nhifng Igi ich:

Hiéu suat cao:
M6t phién ban NLB hd trg t8i 100 triéu két néi dong thdi va théng lugng 100 Gbit/giay.
Ban c6 thé st dung NLB dé xU ly cac yéu ciu I8n tU cac thiét bj loT.

Tu dong diéu chinh ty lé:
Ban khéng can phai chon théng sé ky thuat cho phién ban NLB, nang cap hoac ha cap
thu coéng phién ban NLB khi khéi lugng céng viéc thay doi. Phién ban NLB cé thé tu
déng md rdng theo nhu cau.

Tinh kha dung cao:
NLB hé trg phuc héi sau tham hoa & nhiéu cap dd. Luu lugng mang dugc phan phéi
trén cadc nhém may chl phu trg dé cho phép phuc héi sau tham hoa. NLB cling hé trg
tinh bén viing cta phién va trién khai gilta cac vung dé dam bao tinh kha dung cua
dich vu.

Chuyén tai SSL sang Iuu ludgng TCP:
NLC hé trg chuyén tai SSL quy mé 18n cho Iuu lugng TCP. Ban c6 thé st dung NLB dé
quan ly chiing chi SSL va chuyén tai xt ly SSL.Diéu nay cai thién hiéu suat cta may
chu phu tro.

Nhiéu tinh hudng can bang tai:
Ban c6 thé chi dinh may chu phu trg theo dia chi IP. Ban ciing c6 thé tich hop NLB véi
Cloud Enterprise Network (CEN) dé dinh tuyén luu lugng mang qua cac VPC hodc khu
vuc hodc dén cac may chu tai ché.

Nhiéu tinh nang nang cao:
NLB hé trg nhiéu tinh nang nang cao dé dap Ung nhiéu nhu cau khac nhau. Vi du, NLB
hd trg mang dual-stack (IPv4 va IPv6), Idng nghe theo pham vi cdng, gidi han s6 lugng
két n6i maSi mbi gidy va thoat két néi.

b. Trién khai ALB

Application Load Balancer (ALB) la dich vu Alibaba Cloud chay & I6p Ung dung va dugc
t6i Uu hda dé can bang Iuu lugng qua HTTP, HTTPS va Quick UDP Internet Connections


https://www.alibabacloud.com/help/en/slb/network-load-balancer/getting-started/nlb-quickly-implements-load-balancing-for-ipv4-services
https://www.alibabacloud.com/help/en/slb/network-load-balancer/getting-started/nlb-quickly-implements-load-balancing-for-ipv4-services
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(QUIC). ALB cé tinh dan hdi cao va cé thé xu ly khéi lugng 16n Iuu lugng LSp 7 theo yéu
cdu. ALB hé trg dinh tuyén phtc tap va dudc tich hgp véi cac dich vu ddm may géc
khac. ALB dudc thiét ké nhu mét céng vao quan ly luu lugng truy cap vao Alibaba
Cloud. Trg giup thao tac bang diéu khién nhu sau:

La céng vao dam may goc trén Alibaba Cloud, ALB dudc phat trién dé can bang tai Lép
7 qua HTTP, HTTPS va QUIC, déng thsi cung cap céac tinh ndng dinh tuyén nang cao.
Dé biét thém thoéng tin vé ALB Ingresses, hay xem va

Cac ngudn trg gitp va thuc hanh tét nhat vé thao tac bang diéu khién nhu sau:

»

»

Nhiing Igi ich:
Do dan héi cua Iép Ung dung:

ALB dudc phat trién cho can bang tai L8p 7 va cung cdp tén mién va dia chi IP ao dé xu
ly lugng 18n Iuu lugng mang & nhiéu cdp dd. ALB phan phéi luu lugng mang trén cac
nhém may chd phu trg. Biéu nay cai thién tinh kha dung cua cac Ung dung va gilp
ngan nglia gian doan dich vu do diém 16i don (SPOF). ALB hd trg trién khai chéo vung
tuy chinh va ma rong dan hdi trén cac vung dé loai bd tinh trang tdc nghén tai nguyén
trong tung vung.

Giao thuic nang cao:
ALB hé trg HTTP, HTTPS va QUIC va cé thé xu ly mét lugng 18n Iuu lugng mang. Ban cé
thé st dung ALB dé cung cap cac két néi nhanh va an toan cho cac ting dung Internet
di ddng, chang han nhu cac Ung dung am thanh va video thdi gian thuc, va céc lng
dung trd chgi truc tuyén. ALB hé trg Google Remote Procedure Call (QRPC) dé tao diéu
kién giao tiép hiéu qua gilta cac microservices théng qua cac API.


https://www.alibabacloud.com/help/en/slb/application-load-balancer/user-guide/alb-ingress-overview#task-2240234
https://www.alibabacloud.com/help/en/slb/application-load-balancer/user-guide/functions-and-features-of-alb-ingresses#task-2240522
https://www.alibabacloud.com/help/en/slb/application-load-balancer/user-guide/functions-and-features-of-alb-ingresses#task-2240522
https://www.alibabacloud.com/help/en/slb/application-load-%20balancer/getting-started/use-an-alb-instance-to-provide-ipv4-services
https://www.alibabacloud.com/help/en/slb/application-load-%20balancer/getting-started/use-an-alb-instance-to-provide-ipv4-services
https://www.alibabacloud.com/help/en/slb/application-load-balancer/use-cases/
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Dinh tuyén dua trén ndi dung:
ALB c6 thé dinh tuyén Iuu lugng mang dén cac may chl phu trg khac nhau dua trén
ndi dung yéu cau, chdng han nhu dudng dan, tiéu dé HTTP, chudi truy van, phuang
thiic yéu cau HTTP, cookie va dia chi IP nguén.
ALB ciing hd trg cac cdu hinh nang cao, chang han nhu chuyén hudng, viét lai va tly
chinh tiéu dé HTTPS.

Trién khai VPC

Alibaba Cloud VPC | déi tac tuong Ung clia AWS VPC. Nén tao mét Alibaba Cloud VPC
c6 khdi CIDR khac v8i AWS VPC hién tai clia ban dé tranh xung dot. Diéu nay sé cé Igi
cho qua trinh di chuyén tai nguyén, vi ca hai nén tang dam may déu khong hb trg két
ndi tang 2 trén lién két vat ly. Cac tai liéu trg giUp thao tac trén bang diéu khién nhu
sau:

»

1. Trién khai NAT Gateway

NAT Gateway |4 mot trong nhitng san pham phan ti mang cd ban cua Alibaba Cloud,
cung cap chiic nang IP NAT cho mang céng céng va mang ndi bd, co thé dap (ing cac
yéu cau chiic ndng mang chinh théng cla khach hang. Ban cé thé st dung céc tai liéu
sau dé tao va quan ly cac phién ban NATGW:

»

2. Su khac biét véi AWS NAT Gateway

a. AWS NATGW chi hé trg snat, trong khi Alibaba Cloud NATGW hé trg ca snat va
dnat. Diéu nay cho phép AlibabaCloud NATGW chép nhan luu lugng truy cap VPC tu
Internet.


https://www.alibabacloud.com/help/en/vpc/getting-started/
https://www.alibabacloud.com/help/doc-detail/121139.htm
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b. AWS NATGW chi c6 thé lién két MOT Elastic IP, trong khi Alibaba Cloud
NATGW c6 thé lién két nhiéu Elastic IP. Diéu nay cho phép ban tao cac quy téc snat
khac nhau dé anh xa Iuu lugng ra khac nhau theo khéi CIDR nguén tdi EIP khac
nhau.

C. Ban can xay dung cac quy tac snat hodc dnat trong Alibaba Cloud NATGW vi
Alibaba Cloud NATGW hb trg lién két vSi nhiéu EIP nhu mé ta & trén, trong khi AWS
khéng cé cau hinh nhu vay.

Két n6i nhanh

Alibaba Cloud (Singapore) AWS (Singapore)

AS 45104

AS B43512

& Vre & vre
= 192.168.0.0/24 @ '\g [C] 172.31.43.145
10.0.0.1730 10.0.0.2730 10.0.0.6/30 10.0.0.5/30 -
ECS-A CEN—VER 5.}. ED:::lt @ EC2
-— S
= 192.168.1.0/24 9 17230024
ECS8 RDS

C6 nhiéu dbi tac truc tuyén cung cap két néi chuyén dung gilta Alibaba Cloud va
AWS, nhu China Unicom/China Mobile/ China Telecom/Equinix, v.v. Khach hang cé
thé mua san pham két néi da dam may théng qua nha cung cép dich vu thi ba dé
két néi dudng truyén ban di trd hodc da di tru gilta Alibaba Cloud va AWS. Lién két
vat ly thudng dudc chia thanh loai Chuyén dung va loai Dung chung. Cac dudng
truyén loai Chuyén dung y&u cau nha cung cap thuc hién xay dung cdp quang
théng qua LOA (thudng |& dudng truyén trong tda nha). Chu ky tuong déi dai va
cung cap hai théng sé ky thuat cla céng 1G/10G; Cac dudng truyén loai Dung
chung 14 cac dudng truyén dugc xay dung s&n bdi ISP va cé thé cung cép tu
50Mbps dén 1Gbps, chu ky tucng déi ngan so véi loai chuyén dung.

Cau hinh:

»

»


https://www.alibabacloud.com/help/en/express-connect/use-cases/create-redundant-connections-with-load-balancing-routing
https://docs.aws.amazon.com/zh_cn/whitepapers/latest/aws-direct-connect-for-amazon-connect/aws-direct-connect-for-amazon-connect.html
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Cong VPN

VPN Gateway 14 mét dich vu an toan két néi cac trung tdm dit liéu doanh
nghiép, mang van phong va cac dam may céng cdng cua bén thu ba nhu
AWS hoac Azure v6i cac ddm may riéng ao (VPC) cua Alibaba Cloud
théng qua cac kénh dugc ma hoa.

CA4u hinh:

»

»

Cong truy cap thong minh vCPE

SAG VCPE cung cap hinh anh cé thé trién khai trén trung tam df liéu may chu, phién
ban Edge Node Service (ENS), phién ban Alibaba Cloud, phién ban Amazon Web
Services (AWS) va phién ban Microsoft Azure. Sau khi ban trién khai hinh anh SAG
vCPE trén may 4o, may ao nay déng vai tro 1 thiét bj vCPE. Bang théng mang riéng cho
cac két ndéi dugc ma héa co thé dat téi 300 Mbit/gidy trd I&n (chiéu dai goi tin trong bai
kiém tra hiéu suat 14 1.024 byte). Diéu nay cho phép ban két néi mang riéng véi Alibaba
Cloud theo cach linh hoat hon.

Cau hinh:

»

Tinh kha dung cao

Hai dudng thué vat ly c6 thé hoat ddng theo ché dd Hoat ddng/Hoat
déng hodc Hoat ddng/Chd. Ca Alibaba Cloud va AWS déu hé trg
tinh nang nay.

»

»


https://www.alibabacloud.com/help/en/express-connect/use-cases/create-redundant-connections-with-load-balancing-routing
https://docs.aws.amazon.com/zh_cn/whitepapers/latest/aws-direct-connect-for-amazon-connect/aws-direct-connect-for-amazon-connect.html
https://www.alibabacloud.com/help
https://www.alibabacloud.com/help/en/express-connect/use-cases/create-redundant-connections-with-load-balancing-routing
https://aws.amazon.com/directconnect/resiliency-recommendation/

A1 Consulting | Hudng dan vé co s& ha tdng dam may danh cho chuyén gia AWS

Ban c6 thé cau hinh chlc nang tu dong chuyén sang IPsec VPN khi
dudng thué vat ly bi I6i.

»

»

Ban c6 thé cau hinh nhiéu dudng hdm VPN IPsec dé thuc hién chuc
ndng sao luu lan nhau.

».

»


https://www.alibabacloud.com/help/en/express-connect/use-cases/create-redundant-connections-with-load-balancing-routing
https://aws.amazon.com/cn/premiumsupport/knowledge-center/configure-vpn-backup-dx/
https://www.alibabacloud.com/help/en/express-connect/use-cases/create-redundant-connections-with-load-balancing-routing
https://aws.amazon.com/cn/premiumsupport/knowledge-center/configure-vpn-backup-dx/
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4.4 LUU TRU

Vé luu tri, Alibaba Cloud cung cap nhiéu san pham va dich vu, nhu dudc trinh bay
dudi day.

Data Services

% e O} @

Hybrid Backup Recovery Hybrid Disaster Recovery Log Storage Service Intelligent Media Management
(Oct 2019) (Dec 2019) (Dec 2019)

Hybrid Cloud Storage Data Transfer Public Cloud Storage

®

Block Storage
ESSD, SSD,
Hybrid Disk,

Offlin Local Disk

ra
Light Cube

tion

Planet-Scale Distributed Storage Platform

Edge Computing Storage

Budc dau tién can can nhéc 1a di chuyén dif liéu cho cac san pham Iuu trit co ban.

4.41 DI CHUYEN DU LIEU

Nguén DPiém dén

Luu trdt trong S3 0SS

Cac tap tin trong EFS Tai liéu May chu NAS
Luu trd/ Luu trd d@ liéu Luu trd OSS/Luu trd lanh

Trong Glacier

Khi di chuyén ti AWS, dit liéu cua ban co thé dén tir cac ngudn sau:

Khi di chuyén di liéu tr AWS sang Alibaba Cloud hoac thuc hién bat ky hoat ddng
di chuyén dit liéu gilta cac dam may néi chung, hay dam bao ban can nhic nhiing
diéu sau:

» Kich thudc di liéu va dong thai gian

Néu téng kich thudc di liéu nam trong vai TB va tac vu di chuyén khéng bi gidi
han vé thsi gian, hady can nhic s dung di chuyén truc tuyén qua Internet. Néu
téng kich thudc di liéu 14 100 TB tré 1én, hay can nhdc su dung di chuyén truc
tuyén qua tuyén dudng nhanh. Vi du, bang bén duéi hién thi cac s6 liéu mau dé
xem tac vu di chuyén co6 thé mat bao 1au dé tham khao. Trong cac tinh hudng thuc
té, thai gian di chuyén cing phu thudc vao bang théng thuc té va sé lugng muc
can di chuyén.
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1TB 1Gb/giay (internet) 140 phut
1TB 10Gb/giady(internet) 14 phut
1TB 100Gb/giay (nhanh) 1.4 phut
1PB 1Gb/giay (internet) 100 ngay
1PB 10Gb/giay(internet) 10 ngay
1PB 100Gb/giay (nhanh) 1 ngay

»

Chi phi di chuyén dit liéu bao gém nhitng khoan sau:

Néu ban chon phuong phap 1, AWS sé tinh phi Iuu
Phi luu lugng dau ra tir AWS lugng dau ra Internet.

Néu ban chon phuong phap 2, AWS sé tinh phi luu

Pllf Ity sl @Rl () (N6 e lugng dau ra cho két néi truc tiép.

truc tiép tu AWS

AWS tinh phi cac yéu cau API sé dugc st dung dé
Phi API tif AWS truy xuat di liéu tu S3.

Vi du, phi luu lugng dau ra (egress fee) ra Internet nhu sau.
Tham khao chi tiét dusi day:
Chuyén dir liéu RA tif Amazon S3 sang Internet

Lén dén 1 GB/thang $0,00 mébi GB
Ké tiép 9.999 TB/Thang $0,09 méi GB
40 TB tiép theo / Thang $0,085 mbi GB

100 TB tiép theo / Thang $0,07 méi GB
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»

Khi di chuyén dén mét ving khac, nén st dung vung gan do lam vung trung gian,
sau d6 thuc hién sao chép lién vung cho lan di chuyén ban dau.

a. Phuong phap di

Alibaba Cloud Region 1

AWS Region 1

Intemel Intemet
andpoint endaaint

Write
wia
VPC mitedmel VPC
Fead via inernet LEED D
» . aED =D
. Read via express conneel -l .
SAVPC
Endpoint DES impadl
[ -] D
-& - - a -
- Conditional lorward lar private -@
Inbeund Reute 53 hosted zones DHS server

Resalver Endpaint

Dudi day la ban dé gilta cac I18p Iuu trit khac nhau cua S3 va 0SS. Chon I8p Iuu trit phu
hop véi ban.

Tiéu chuan Tiéu chuan
Khéng thudng

& 5 Khéng thuc an t ;
xuyén truy cap ong thudng xuyén truy cap

Luu tri (Glacier) Luu tri
Luu trt sau

. Luu trit
(Glacier)

Vi tdng Standard dudc téi uu hda cho viéc doc va ghi thudng xuyén, viéc di chuyén di
liéu nén dugc thuc hién bang tang Standard dé téi uu héa chi phi di chuyén cap cao
dugc minh hoa dugi day:
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S
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Glacher Cold Archive

Tinh nang di chuyén truc tuyén trong la moét céng cu di
chuyén khéng can may chi cho phép ban di chuyén cac thung AWS S3 cua
minh sang OSS. Chi st dung céng cu nay khi ban di chuyén truc tuyén qua
Internet. Néu ban st dung nhiéu phién ban trong S3, hay lam theo

Coéng cu nay cho phép ban tao cac thung S3 va OSS lam dia chi dich, sau dé
cho phép ban tao cac tac vu di chuyén gilta hai muc tiéu.

la mét céng cu dudc st dung dé di chuyén di liéu sang OSS. Ban co6 thé
trién khai ossimport trén cac may chu cuc bd hodc cac phién ban ECS trén dam may
dé di chuyén dit liéu dudc Iuu trit cuc bd hodc trong cac hé théng luu trit ddm may
khac sang 0SS. N6 hé trg ché dd doc 1ap (cho di chuyén <30TB) va ché do phan tan
(di chuyén>=30TB). Can Iuu y, khi ossimport doc di liéu ti S3, ban can cau hinh
chuyén tiép DNS c6 diéu kién cho cac Vung luu trf riéng. Tham khao phan "tai ché"
trong dé biét thém chi tiét.

Néu ban du dinh di chuyén tU Glacier Archive Tier hodc Glacier Deep Archive Tier
sang OSS Archive hodc OSS Cold Archive, nén chuyén déi sang tang Standard va sau
dé thuc hién theo phudng phap di chuyén di liéu ti S3 sang OSS tiéu chuan, vi viéc
truy xuat dif liéu tU tAng luu trif sé phat sinh chi phi dang ké.


https://www.alibabacloud.com/help/en/data-online-migration/user-guide/old-version-background-information-for-migration-from-amazon-s3-to-oss
https://www.alibabacloud.com/help/en/data-online-migration/user-guide/background-information-for-migrating-multi-version-data-from-aws-s3-to-oss
https://www.alibabacloud.com/help/en/data-online-migration/user-guide/ossimport-overview
https://aws.amazon.com/blogs/networking-and-content-delivery/integrating-aws-transit-gateway-with-aws-privatelink-and-amazon-route-53-resolver/
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Viéc di chuyén tif EFS sang NAS tan dung qua trinh di chuyén tif S3 sang OSS.

Di chuyén S3 DEN 0SS nhu mé ta & phan trusc.
Su dung di chuyén truc tuyén dé chuyén

AWS EFS -= 53

Alibaba Cloud 0SS -= NAS

e . = Lighining S
&é CIpD DataEyne % ’ o A pie @
_— =

EFS == os= MAS

Dé6i vaéi luu trir d6i tugng, ban nén chuyén tit S3 SDK sang 0SS SDK. Mac du hau hét
cac APl déu tuong thich, nhung van cé mét s6 khac biét. Tham khao dé
biét thém chi tiét.

Trong qua trinh chuyén déi, (ing dung trudc doé cua ban c6 thé van dang tao dif liéu va
ghi vao S3. Ung dung mdi clia ban dua trén OSS can c6 kha nang doc di liéu mdi
dudc tao. Cai dat quay lai ngudn géc cho phép ban truy xuat dif liéu ti S3 khi dit liéu
khoéng kha dung trong 0SS. Theo doi dé biét thém chi tiét.


https://aws.amazon.com/premiumsupport/knowledge-center/datasync-transfer-efs-s3/
https://www.alibabacloud.com/help/en/data-online-migration/user-guide/background-information-for-migration-from-oss-to-nas
https://www.alibabacloud.com/help/en/oss/use-cases/migrate-data-from-amazon-s3-to-alibaba-cloud-oss
https://www.alibabacloud.com/help/en/oss/use-cases/use-ossimport-to-migrate-data
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Di chuyén cg s6 dif liéu luén la nén tang cho viéc di chuyén dam may tu tai chd sang
dam may céng cong hodc ti nén tang dam may nay sang nén tang dam may khac. So
db co s6 di liéu kha rd rang va cling cé cac ky thuat di chuyén tinh vi do d tin cay
cla dU liéu, tinh kha dung cao, kha nang tuong thich cua ting dung va tinh lién tuc cla
doanh nghiép. Pé biét téng quan vé viéc di chuyén cg sé dif liéu sang Alibaba Cloud,
vui long tham khao thém tai nguyén sau:

Cu thé, chung téi dé cap dén hau hét cac trudng hop khi di chuyén cg s& dif liéu tu
AWS sang Alibaba Cloud. Chung téi liét ké hudng dan di chuyén theo céac loai c¢o s& dit
liéu bén dudi. Ngay ca déi véi cung mét loai ca sa df liéu, co thé cé nhiéu han mét loai
dich vu ddm may ca s6 dif liéu thay thé 1am cd sa d liéu muc tiéu trén Alibaba Cloud.

Trudc khi di vao hudng dan di chuyén co s& di liéu, ching ta hay néi thém vé ,1a
dich vu dam may chinh hoat déng nhu dudng 6ng di liéu gita cd s& dif liéu ngudn va
dich va hoat dong cho . N6i chung c6 ba loai nhiém vu trong
DTS cho viéc di chuyén:

Start Start of full Start of incremental Finish
' data migration data apply (catch-up)

Schema migration

Full data migration

Read increméntal data

Apply incremental data

Incremental data migration


https://www.alibabacloud.com/vi/solutions/database_migration?_p_lc=16
https://www.alibabacloud.com/product/data-transmission-service
https://www.alibabacloud.com/help/en/dts/user-guide/overview-of-data-migration-scenarios
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Schema Migration DTS di chuyén cac Iugc dé cua cac doi tugng can thiét tif cd sé di
liéu ngudn sang cd s& di liéu dich. Cac bang, views, triggers va
stored procedures c6 thé dugc di chuyén.

Déi véi viéc di chuyén lugec db gilta cac cd sd dif liéu khéng dong
nhat, DTS chuyén ddi cu phap ludc dé dua trén cu phap cua co sé
dif liéu nguén va dich. Vi du, né chuyén déi kiéu dif liéu NUMBER
trong cd s di liéu Oracle thanh kiéu dir liéu DECIMAL trong cd s6
dd liéu MySQL.

Full Data Migration DTS di chuyén di liéu lich st clia cac déi tugng can thiét tif cq sd
dif liéu nguén sang co s& dit liéu dich. Néu ban chi chon Schema
Migration va Full Data Migration lam loai di chuyén, DTS sé& khéng di
chuyén dir liéu gia tdng dudc tao trong cd sé dif liéu ngudn.

Luu y: D& dam bao tinh nhat quan cua di liéu, ching téi khuyén ban
khéng nén ghi dit liéu vao cd sé dir liéu ngudn trong qua trinh di
chuyén dit liéu day du. Bé dam bao tinh lién tuc cua dich vu, ban phai
chon Schema Migration, Full Data Migration va Incremental Data
Migration khi ban cau hinh tac vu di chuyén dit liéu.

Incremental Data DTS lay cac anh chup nhanh tinh dudc st dung cho dit liéu day dudi

Migration chuyén tif cd s& di liéu ngudn va di chuyén di liéu anh chup nhanh
dén cg sd di liéu dich. Sau d6, DTS déng bo hoa dit liéu gia ting
dugc tao trong ¢d s& dif liéu ngudn véi co sé dif liéu dich.

Luu y: Trong qua trinh di chuyén dif liéu gia tang, dif liéu dugc
déng bd hda gilta ngudn va dich ca sa di liéu theo thdi gian
thuc. Nhiém vu di chuyén khéng tu déng diing lai. Ban phai diing
nhiém vu di chuyén theo cach thu céng.

Théng thudng, c6 cac Ung dung chay trén hé théng cd s& di liéu muc tiéu trén AWS.
Trudc khi thuc hién cac hanh ddng di chuyén thuc té, sau day la cac budc chung cho
hau hét cac trusng hop.

Theo d6i cac cau hdi sau dé xac dinh co s dif liéu dich trén Alibaba Cloud.

Co s@ dii lieu nao st dung trén Alibaba Cloud?



A1 Consulting | Hudng dan vé cc s& ha tdng dam may danh cho chuyén gia AWS

Cd sé dir liéu Alibaba Cloud dugc Iuu trif trén dam may so vai co s6 du liéu tu xay
dung trén ECS. Vui Iong tham khao
nhu mét so sanh ngan gon. Chlng t6i dé nghi
vi dé tin cay, kha nang phuc vu, hiéu qua chi phi, dich vu dam
may tich hgp, van van.

Tuy chon c6 s& dif liéu Alibaba Cloud. Trong trudng hgp cé nhiéu tly chon cho mét
loai di chuyén co s& dir liéu duy nhat (vi du: RDS MySQL hoac PolarDB MySQL trong
phan 2.4.1 Di chuyén MySQL, PolarDB Oracle, RDS MySQL, PolarDB MySQL hoac
AnalyticDB PostgreSQL trong phan 2.4.4 Di chuyén Oracle), chung t6i sé trinh bay su
khac biét chinh trong méi phan.

Nén st dung khu vuc, phién ban va thong s6 ky thuat nao?

Vui long tham khao céac trang mua san pham dé biét vé tinh kha dung cla san pham
co s8 dit liéu & cac khu vuc toan cau.

Apsar DB RDS
PolarDB

Redis

Tair

MongoDB
Lindorm
HBase

TSDB (Time Series
Database)

InfluxDB
AnalyticDB for
MySQL

AnalyticDB for
PostgreSQL

ClickHouse


https://www.alibabacloud.com/blog/apsaradb-for-rds-vs--self-built-databases_331968
https://www.alibabacloud.com/blog/apsaradb-for-rds-vs--self-built-databases_331968
https://www.alibabacloud.com/product/databases
https://www.alibabacloud.com/product/databases
https://rdsbuy.console.aliyun.com/create/rds/mysql
https://common-buy-intl.alibabacloud.com/?&commodityCode=polardb_sub_intl&/buy
https://common-buy-intl.alibabacloud.com/?&commodityCode=polardb_sub_intl&/buy
https://common-buy-intl.alibabacloud.com/?commodityCode=prepaid_kvstore_intl&/buy
https://common-buy-intl.alibabacloud.com/?commodityCode=prepaid_kvstore_intl&/buy
https://common-buy-intl.alibabacloud.com/?commodityCode=kvstore_prepaidtair_public_intl&/buy
https://common-buy-intl.alibabacloud.com/?commodityCode=kvstore_prepaidtair_public_intl&/buy
https://common-buy-intl.alibabacloud.com/?commodityCode=kvstore_prepaidtair_public_intl&/buy
https://common-buy-intl.alibabacloud.com/?commodityCode=kvstore_prepaidtair_public_intl&/buy
https://common-buy-intl.alibabacloud.com/dds/prepay%23/buy
https://common-buy-intl.alibabacloud.com/dds/prepay%23/buy
https://common-buy-intl.alibabacloud.com/?commodityCode=hitsdb_lindormpre_public_intl
https://common-buy-intl.alibabacloud.com/?commodityCode=hitsdb_lindormpre_public_intl
https://common-buy-intl.alibabacloud.com/?commodityCode=hbase_prepaid_public_intl
https://common-buy-intl.alibabacloud.com/?commodityCode=hbase_prepaid_public_intl
https://common-buy-intl.alibabacloud.com/?commodityCode=hitsdb_pre_public_intl
https://common-buy-intl.alibabacloud.com/?commodityCode=hitsdb_pre_public_intl
https://common-buy-intl.alibabacloud.com/?commodityCode=hitsdb_influxdbpre_public_intl
https://common-buy-intl.alibabacloud.com/?commodityCode=hitsdb_influxdbpre_public_intl
https://common-buy-intl.alibabacloud.com/?commodityCode=ads_pre_intl
https://common-buy-intl.alibabacloud.com/?commodityCode=ads_pre_intl
https://common-buy-intl.alibabacloud.com/?commodityCode=GreenplumPre_intl
https://common-buy-intl.alibabacloud.com/?commodityCode=GreenplumPre_intl
https://common-buy-intl.alibabacloud.com/?commodityCode=clickhouse_pre_public_intl
https://common-buy-intl.alibabacloud.com/?commodityCode=clickhouse_pre_public_intl
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» DTS Ia dich vu chinh cho quy trinh di chuyén thuc té. Vi vay, két néi mang la dé dam
bao DTS cé thé két ndi vai o sé dif liéu muc tiéu trén Amazon. Ban than DTS 13 dich
vu dam may trén Alibaba Cloud, sau khi cc s& dif liéu muc tiéu da dugc xac dinh va Ién
ké hoach, nén tao mét tac vu di chuyén DTS tai cing mét khu vuc véi co sé di liéu
muc tiéu trén Alibaba Cloud (vui long tham khao

dé tao
tac vu di chuyén DTS & cac khu vuc toan cau.

» Sau dé, hdy dam bao két ndi mang tu Alibaba Cloud dén AWS ngudn dang hoat
dong, théng qua IP céng cdng: Céng dé két ndi ca s& dif liéu ti DTS dén cao s dif liéu
ngudn hodc mang dudc k&t ndéi qua Cloud Enterprise Network (CEN), Express
Connect, VPN Gateway hoac Smart Access Gateway.

» Sau do6 tham khao _dé
thém cac khéi CIDR clia may chi DTS tai mét ving cu thé, noi c6 tac vu di chuyén
DTS, vao cai dat bao mat cua cd s& dif [iéu AWS ngubn.

» Khi cac diéu kién tién quyét da s&n sang, vui ldng thuc hién theo cac phan sau dé
biét quy trinh di chuyén thuc té.

Thoéng thudng, ngudi dung quan tdm dén trang thai két néi va hiéu suat truyén di liéu
trong qua trinh di chuyén toan bd dit liéu va di chuyén di liéu tdng dan cta DTS. Vui
Iobng tham khao céc tai liéu sau:

»

»


https://account.alibabacloud.com/login/login.htm?oauth_callback=https%3A%2F%2Fcommon-buy-intl.alibabacloud.com%2F%3FcommodityCode%3Ddtspost_intl
https://account.alibabacloud.com/login/login.htm?oauth_callback=https%3A%2F%2Fcommon-buy-intl.alibabacloud.com%2F%3FcommodityCode%3Ddtspost_intl
https://www.alibabacloud.com/help/doc-detail/84900.htm
https://www.alibabacloud.com/help/en/dts/user-guide/view-the-connection-status-and-performance-of-full-data-migration
https://www.alibabacloud.com/help/en/dts/user-guide/view-the-connection-status-and-performance-of-incremental-data-migration
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» Khi cd s dif liéu dich dang chay, URI két ndi cc s& di liéu can dugc cap nhat
trong (ing dung dé chuyén sang cd s3 dif liéu mdi trén Alibaba Cloud.

» Sau d6, hay dam bao két néi mang tu Alibaba Cloud dén AWS ngudn dang hoat
dong, théng qua IP céng cdng: Céng dé két ndi co sa dit liéu ti DTS dén ca s& dit
liéu ngudn hodc mang dudc két néi qua Cloud Enterprise Network (CEN), Express
Connect, VPN Gateway hoac Smart Access Gateway.

» Sau d6é tham khao aé
thém cac khéi CIDR cua may chu DTS tai mét ving cu thé, ngi cé tac vu di chuyén
DTS, vao cai dat bao mat cua cd s& dif [iéu AWS ngubn.

» Khi cac diéu kién tién quyét da s&n sang, vui ldng thuc hién theo cac phan sau

dé biét quy trinh di chuyén thuc té.

Théng thudng, ngudi dung quan tdm dén trang thai két néi va hiéu suat truyén di
liéu trong qua trinh di chuyén toan bd dit liéu va di chuyén di liéu tdng dan cla
DTS. Vui long tham khao cac tai liéu sau:

»

»

» Khi ¢ s6 dif liéu dich dang chay, URI két néi ca s& dif liéu can dudc cap nhat
trong (ing dung dé chuyén sang cd s& dif liéu mdi trén Alibaba Cloud.


https://www.alibabacloud.com/help/doc-detail/84900.htm
https://www.alibabacloud.com/help/en/dts/user-guide/view-the-connection-status-and-performance-of-full-data-migration
https://www.alibabacloud.com/help/en/dts/user-guide/view-the-connection-status-and-performance-of-incremental-data-migration
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4.5.2 MYSQL

Ca sé dif liéu ngudn
trén Amazon

Self-built MySQL on EC2

Amazon RDS for MySQL

Amazon Aurora MySQL

Ca sé dii lieu dich
trén Alibaba Cloud

ApsaraDB RDS for MySQL

Pay la kich ban di chuyén phé
bién nhat véi kha nang tudng
thich 100% vé&i MySQL.

Phan cuc MySQL

Di chuyén sang MySQL dam
may Véi kién truc tach biét vé
dién toan va luu trii dé co
dugc tinh dan héi nhanh va
dung lugng luu trt di liéu I1én
t6i 100 TB.

ApsaraDB RDS for MySQL

Day la kich ban di chuyén phd
bién nhat.

Phan cuc MySQL

Di chuyén sang MySQL dam
may Vvéi kién tric tach biét vé
dién todn va luu tri dé cé
dugc tinh dan héi nhanh va
dung lugng luu trit A liéu Ién
t6i 100 TB.

ApsaraDB RDS for MySQL

Khi ngusi dung muén di chuyén
sang RDS MySQL dugc su
dung phé bién nhat.

Phan cuc MySQL

Pay la kich ban di chuyén phé
bién nhét.

Hudéng dan di chuyén

https://www.alibabacloud.

com/help/doc-detail/26621. htm

https://www.alibabacloud.
com/help/doc-detail/100167. htm

https://www.alibabacloud.
com/help/doc-detail/52555. htm

https://www.alibabacloud.

com/help/doc-detail/100167. htm

https://www.alibabacloud.
com/help/doc- detail/112853.htm

https://www.alibabacloud.
com/help/doc- detail/124691.htm



https://www.alibabacloud.com/product/apsaradb-for-rds-mysql
https://www.alibabacloud.com/help/doc-detail/26621.htm
https://www.alibabacloud.com/help/doc-detail/26621.htm
https://www.alibabacloud.com/help/doc-detail/26621.htm
https://www.alibabacloud.com/product/polardb
https://www.alibabacloud.com/help/doc-detail/100167.htm
https://www.alibabacloud.com/help/doc-detail/100167.htm
https://www.alibabacloud.com/help/doc-detail/100167.htm
https://www.alibabacloud.com/product/apsaradb-for-rds-mysql
https://www.alibabacloud.com/help/doc-detail/52555.htm
https://www.alibabacloud.com/help/doc-detail/52555.htm
https://www.alibabacloud.com/help/doc-detail/52555.htm
https://www.alibabacloud.com/product/polardb
https://www.alibabacloud.com/help/doc-detail/100167.htm
https://www.alibabacloud.com/help/doc-detail/100167.htm
https://www.alibabacloud.com/help/doc-detail/100167.htm
https://www.alibabacloud.com/product/apsaradb-for-rds-mysql
https://www.alibabacloud.com/help/doc-detail/112853.htm
https://www.alibabacloud.com/help/doc-detail/112853.htm
https://www.alibabacloud.com/help/doc-detail/112853.htm
https://www.alibabacloud.com/product/polardb
https://www.alibabacloud.com/help/doc-detail/124691.htm
https://www.alibabacloud.com/help/doc-detail/124691.htm
https://www.alibabacloud.com/help/doc-detail/124691.htm
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4.5.3 POSTGRESQL

Ca sd dif liéu ngudn
trén Amazon

Self-built PostgreSQL in
EC2

Amazon Aurora
PostgreSQL

Amazon Aurora MySQL

Cdo sa@ dii liéu dich
trén Alibaba Cloud

ApsaraDB RDS for

PostgreSQL

ApsaraDB RDS for
PostgreSQL

ApsaraDB RDS for

PostgreSQL

Hudng dan di chuyén

Di chuyén toan bo dit liéu:

https://www.alibabacloud.com/
help/doc-detail/120097.htm

Di chuyén di liéu tdng dan cho
cac phién ban PostgreSQL
9.4.8 dén 10.0:

https://www.alibabacloud.com/
help/doc-detail/26624.htm

Di chuyén di liéu tdng dan cho
cac phién ban PostgreSQL 10.1
dén 13:

https://www.alibabacloud.com/
help/doc-detail/147155.htm

Di chuyén toan bd di liéu:

https://www.alibabacloud.com/
help/doc-detail/112747.htm

Di chuyén di liéu tang dan

https://www.alibabacloud.com/
help/doc-detail/142420.htm

Di chuyén toan bé dir liéu:

https://www.alibabacloud.com/
help/doc-detail/112815.htm

Di chuyén di liéu tdng dan
(tham khao tai liéu di chuyén
sang ApsaraDB RDS cho
PostgreSQL, chon "PolarDB cho
PostgreSQL" Iam loai cG s& di
liéu dich):

https://www.alibabacloud.

com/help/doc-detail/142420.
htm



https://www.alibabacloud.com/product/apsaradb-for-rds-postgresql
https://www.alibabacloud.com/product/apsaradb-for-rds-postgresql
https://www.alibabacloud.com/help/doc-detail/120097.htm
https://www.alibabacloud.com/help/doc-detail/120097.htm
https://www.alibabacloud.com/help/doc-detail/26624.htm
https://www.alibabacloud.com/help/doc-detail/26624.htm
https://www.alibabacloud.com/help/doc-detail/147155.htm
https://www.alibabacloud.com/help/doc-detail/147155.htm
https://www.alibabacloud.com/product/apsaradb-for-rds-postgresql
https://www.alibabacloud.com/product/apsaradb-for-rds-postgresql
https://www.alibabacloud.com/help/doc-detail/112747.htm
https://www.alibabacloud.com/help/doc-detail/112747.htm
https://www.alibabacloud.com/help/doc-detail/142420.htm
https://www.alibabacloud.com/help/doc-detail/142420.htm
https://www.alibabacloud.com/product/apsaradb-for-rds-postgresql
https://www.alibabacloud.com/product/apsaradb-for-rds-postgresql
https://www.alibabacloud.com/help/doc-detail/112815.htm
https://www.alibabacloud.com/help/doc-detail/112815.htm
https://www.alibabacloud.com/help/doc-detail/142420.htm
https://www.alibabacloud.com/help/doc-detail/142420.htm
https://www.alibabacloud.com/help/doc-detail/142420.htm
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4.5.4 MAY CHU SQL

Ca sé dit liéu ngudn
trén Amazon

Self-built SQL Server
on EC2

Amazon RDS for SQL

Cdo s dii liéu dich
trén Alibaba Cloud

ApsaraDB RDS for
PostgreSQL

ApsaraDB RDS for

PostareSQL
Server
Migration
Evaluation
Architecture
Discove
Professional
Database Service
Source Oracle St
Database
Oracle Database
Databases Evaluation Alibaba
-> Cloud -
Database Partnership
Business Modification
System
Application
Evaluation
Application
Modification
Structure
Migration

Hudéng dan di chuyén

Di chuyén toan bé di liéu:
https://www.alibabacloud.com/hel

p/doc-detail/26622.htm

Di chuyén di liéu tdng dan:

https://www.alibabacloud.com/hel

p/doc-detail/34357.htm

Di chuyén toan bd di liéu:
https://www.alibabacloud.com/hel

p/doc-detail/124678.htm

With Strong
Oracle
Features
DTS <q>
Full Database
i Professional PolarDB
Migration Service Oracle
o With Weak
Migration GAR
Alibaba Features .
Data Cloud AnalyticDB
Verification Partnership ®
Data PolarDB
Revision PostgreSQL
Data ®
Backflow
PolarDB
MysaL
experts and partners

Professional service and support from Alibaba Cloud datab

Sé mat nhiéu thai gian hon dé di chuyén Oracle tU Amazon sang cG s& di liéu dam
may goc trén Alibaba Cloud. Chung t6i cung cap mot giai phap toan dién Di chuvén

Oracle trén Alibaba Cloud.


https://www.alibabacloud.com/product/apsaradb-for-rds-postgresql
https://www.alibabacloud.com/product/apsaradb-for-rds-postgresql
https://www.alibabacloud.com/help/doc-detail/26622.htm
https://www.alibabacloud.com/help/doc-detail/26622.htm
https://www.alibabacloud.com/help/doc-detail/34357.htm
https://www.alibabacloud.com/help/doc-detail/34357.htm
https://www.alibabacloud.com/product/apsaradb-for-rds-postgresql
https://www.alibabacloud.com/product/apsaradb-for-rds-postgresql
https://www.alibabacloud.com/help/doc-detail/124678.htm
https://www.alibabacloud.com/help/doc-detail/124678.htm
https://www.alibabacloud.com/solutions/oracle-database-migration
https://www.alibabacloud.com/solutions/oracle-database-migration
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Ca s dif liéu ngudn
trén Amazon

Self-built Oracle on EC2

Cdo sa dii liéu dich
trén Alibaba Cloud

PolarDB for Oracle

Chung t6i khuyén ban nén su
dung tuy chon di chuyén nay
vi N6 coé cac tinh ndng gbc
trén nén tang dam may, kha
nang tudng thich cao Vdi
Oracle nhung lai tiét kiém chi
phi.

ApsaraDB RDS for MySQL

Néu ban quyét dinh tham gia
hé sinh thai MySQL v&i chién
lugc lau dai va tranh bi phu
thudc vao nha cung cap.

PolarDB for MySQL

Néu ban quyét dinh tham gia
hé sinh thai MySQL (vGi
MySQL géc trén nén tang
dam may trén Alibaba Cloud)
véi chién lugc lau dai va
tranh bi phu thudéc vao nha
cung céap.

AnalyticDB for PostgreSQL

Di chuyén Oracle RAC hodc
kho di liéu Oracle cho hau
hét cac trudng hap.

Message Queue Instance:

Hudng dan di chuyén

https://wwwe.alibabacloud.com/h
elp/doc-detail/144033.htm

https://www.alibabacloud.com/h
elp/
doc-detail/26620.htm

https://www.alibabacloud.com/h
elp/
doc-detail/183514.htm

Di chuyén di liéu:
https://www.alibabacloud.com/h
elp/doc-detail/171699.htm

Di chuyén tng dung:

https://www.alibabacloud.com/h
elp/doc-detail/124685.htm

https://www.alibabacloud.com/h

Alibaba Cloud

K& ndi v6i Oracle trén
Amazon va lay di liéu day du
va dU liéu gia tang vao hang
dgi tin nhdn. Sau dd, ung
dung ha Iuu hodc hé théng
di liéu sé si dung di liéu tin

elp/doc-detail/207737.htm



https://www.alibabacloud.com/help/product/172537.htm
https://www.alibabacloud.com/product/apsaradb-for-rds-mysql
https://www.alibabacloud.com/help/doc-detail/26620.htm
https://www.alibabacloud.com/help/doc-detail/26620.htm
https://www.alibabacloud.com/help/doc-detail/26620.htm
https://www.alibabacloud.com/product/polardb
http://www.alibabacloud.com/help/
http://www.alibabacloud.com/help/
https://www.alibabacloud.com/product/hybriddb-postgresql
https://www.alibabacloud.com/help/doc-detail/171699.htm
https://www.alibabacloud.com/help/doc-detail/171699.htm
https://www.alibabacloud.com/help/doc-detail/124685.htm
https://www.alibabacloud.com/help/doc-detail/124685.htm
https://www.alibabacloud.com/product/kafka
https://www.alibabacloud.com/product/kafka
https://www.alibabacloud.com/help/doc-detail/207737.htm
https://www.alibabacloud.com/help/doc-detail/207737.htm
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Amazon RDS for Oracle

nhan tu Kafka.

Néu ban quyét dinh tham gia hé
sinh thai MySQL véi chién lugc
ldu dai va tranh bi phu thudc
vao nha cung cap.

PolarDB Oracle

Chung t6i khuyén ban nén su
dung tuy chon di chuyén nay vi
ndé cé cac tinh nang gbc trén
nén tang dam may, kha nang
tuong thich cao vai Oracle
nhung lai tiét kiém chi phi.

Vui long cdu hinh dé& ma diém
cubi céng khai cho Amazon
RDS for Oracle, sau dé lam theo
hudng dan di chuyén nay:


https://www.alibabacloud.com/product/apsaradb-for-rds-mysql
https://www.alibabacloud.com/help/doc-detail/120156.htm
https://www.alibabacloud.com/help/doc-detail/120156.htm
https://www.alibabacloud.com/help/doc-detail/120156.htm
http://www.alibabacloud.com/help/
http://www.alibabacloud.com/help/
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456 |BM DB2

Cd sé dif liéu ngudn trén  |Cd sé dif liéu dich trén Alibaba Huéng dan di chuyén

Amazon Cloud

Self-built IBM Db2 on ApsaraDB RDS for

EC2 PostareSQL
Néu ban quyét dinh chuyén
dén hé sinh thai MySQL véi
chién lugc dai han va tranh bi
rang budc bai nha cung cép.

4.5.7 BAN BO MONGODB

Ca sd dif liéu ngudn trén  |Co sé dif liéu dich trén Alibaba
Amazon Cloud

MongoDB Atlas trén ApsaraDB for MongoDB
Amazon

4.5.8 DYNAMODB

https://www.alibabacloud.com/h

elp/doc-detail/74779.htm

Huéng dan di chuyén

Di chuyén dir liéu st dung
DTS:
https://www.alibabacloud.c
om/help/doc-detail/142448.
htm

Di chuyén di liéu tu
MongoDB Atlas sang
ApsaraDB for MongoDB
bdng cach st dung
mongodump va

mongorestore:

https://www.alibabacloud.c
om/help/doc-detail/102305.
htm



https://www.alibabacloud.com/product/apsaradb-for-rds-postgresql
https://www.alibabacloud.com/product/apsaradb-for-rds-postgresql
https://www.alibabacloud.com/help/doc-detail/74779.htm
https://www.alibabacloud.com/help/doc-detail/74779.htm
https://www.alibabacloud.com/product/apsaradb-for-mongodb
https://www.alibabacloud.com/help/doc-detail/102305.htm
https://www.alibabacloud.com/help/doc-detail/102305.htm
https://www.alibabacloud.com/help/doc-detail/102305.htm
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Cd sd dif liéu ngudn
trén Amazon

Amazon
DynamoDB

Cd sd@ dii liéu dich
trén Alibaba Cloud

ApsaraDB for MongoDB

Néu ban quyét dinh chuyén dén
hé sinh thai MySQL v&i su xem
xét chién lugc trong dai han va
tranh bi rang budc bdi nha cung
cap.

Hudng dan di chuyén

Di chuyén co s& dir liéu
Amazon DynamoDB sang
ApsaraDB for MongoDB
bang cach sud dung
NimoShake:

https://www.alibabaclou
d.com/help/doc-detail/17
2828.htm

Di chuyén di liéu tu
Amazon DynamoDB sang
ApsaraDB for MongoDB
bang cach su
dung mongoimport:

https://www.alibabaclou
d.com/help/doc-detail/11
5570.htm

Su dung NimoFullCheck
dé kiém tra tinh nhat
quan cua d{ liéu sau khi
di chuyén:

https://www.alibabaclou
d.com/help/doc-detail/17
2827.htm



https://www.alibabacloud.com/product/apsaradb-for-mongodb
https://www.alibabacloud.com/help/doc-detail/172828.htm
https://www.alibabacloud.com/help/doc-detail/172828.htm
https://www.alibabacloud.com/help/doc-detail/172828.htm
https://www.alibabacloud.com/help/doc-detail/115570.htm
https://www.alibabacloud.com/help/doc-detail/115570.htm
https://www.alibabacloud.com/help/doc-detail/115570.htm
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459 ELASTICACHE/REDIS 4.5.10 REDSHIFT

Caosadii liéu e
PR Ca sé dir lieu dich . EO—— 2
nguon trén trén Alibaba Cloud Huéng dan di chuyén
Amazon
Amazon ApsaraDB for Redis https://www.alibabacloud.
ElastiCache com/help/doc-detail/101071. htm
Self-built Redis on  ApsaraDB for Redis Di chuyén dung DTS:
EC2 https://www.alibabacloud.com/he

Ip/doc-detail/183620.htm
Di chuyén di lieu bang
Redis-Shake (trong hudng dan,
vui long thuc hién cac thao tac
tuong tu trén Amazon EC2 nhu
trén Alibaba Cloud ECS)

https://www.alibabacloud.com/he
Ip/doc-detail/111066.htm

4.5.10 REDSHIFT

Cosa dii liéu e

PR Ca sé dir lieu dich . X g "
nguon trén trén Alibaba Cloud Hudng dan di chuyén
Amazon

Amazon Redshift AnalyticDB PostgreSQL https://www.alibabacloud.com/help
/[doc-detail/101215.htm

4.5.11 GREENPLUM

Cao sa dii liéu e

PR Cao s dii lieu dich . P "
nguon trén trén Alibaba Cloud Hudng dan di chuyén
Amazon
Self-built AnalyticDB PostareSQL ;
Greenplum on Ip/doc-detail/157271.htm
EC2

4.6 PHAN TiCH


https://www.alibabacloud.com/product/apsaradb-for-redis
https://www.alibabacloud.com/help/doc-detail/101071.htm
https://www.alibabacloud.com/help/doc-detail/101071.htm
https://www.alibabacloud.com/help/doc-detail/101071.htm
https://www.alibabacloud.com/product/apsaradb-for-redis
https://www.alibabacloud.com/help/doc-detail/183620.htm
https://www.alibabacloud.com/help/doc-detail/183620.htm
https://www.alibabacloud.com/product/hybriddb-postgresql
https://www.alibabacloud.com/product/hybriddb-postgresql
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Giai phap di chuyén chd yéu bao gém di chuyén d liéu, siéu di liéu va cong viéc.

Di chuyén Siéu dit liéu (Metadata)
Thuc hién theo cac budc chinh sau dé di chuyén siéu di liéu:
» Trudc khi di chuyén siéu dit liéu, hay kiém tra quyén truy cap ti xa vao cd sé di
liu siéu di liéu.
» Xuéat siéu di liéu gbc bang cach si dung Iénh MySQL Dump hoéc Dich vu Truyén
di lidu.
» Xuat ndi dung mong mudn dé diéu chinh va chuyén dbi.
» Nhap kho luu trr siéu di liéu muc tiéu.
» Sta chia théng tin phan ving bang céch sif dung I1énh msck table cho bang phan

vung.

Di chuyén dif liéu
Di chuyén di liéu bao gém di chuyén cap bang va di chuyén danh muc. Ban c6 thé
thuc hién di chuyén toan bd hodc di chuyén tiing phan dua trén yéu cau kinh doanh.

Di chuyén cong viéc

Di chuyén céng viéc lién quan dén viéc di chuyén céng viéc tu lich trinh ban diu nén
tang (vi du luéng céng viéc dugc quan ly) dén hé théng Iap lich muc tiéu.
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4.6.2 AMAZON REDSHIFT

4.6.3 AMAZON OPENSEARCH

Ngudn

Pich

Huéng dan di chuyén

Amazon OpenSearch

Alibaba Cloud Elasticsearch Di

sang MaxCompute.

Di chuyén dif liéu chi muc Elasticsearch

chuyén di liéu tr Amazon Redshift[ttr Amazon OpenSearch Service sang

Al I Elasti rch.

4.6.4 AMAZON EMR

Ngudn bich Huéng dan di chuyén
Amazon EMR Alibaba Cloud E-MapReduce Di chuyén dit liéu ti dich vu luu trit

E . R ~ | ~ ! 0y g
Redshift sang MaxCompute.

dam may cla bén thu ba sang OSS
hodc OSS-HDFS

4.6.5 AWS Glue

Nguodn

Muc tiéu

AWS Glue

Hinh thanh ho di liéu trén Alibaba

Cloud



https://www.alibabacloud.com/help/en/es
https://www.alibabacloud.com/help/en/maxcompute/use-cases/migrate-data-from-amazon-redshift-to-maxcompute
https://www.alibabacloud.com/help/en/maxcompute/use-cases/migrate-data-from-amazon-redshift-to-maxcompute
https://www.alibabacloud.com/help/en/maxcompute/use-cases/migrate-data-from-amazon-redshift-to-maxcompute
https://www.alibabacloud.com/help/en/es/use-cases/migrate-elasticsearch-index-data-from-amazon-opensearch-service-to-alibaba-cloud-elasticsearch
https://www.alibabacloud.com/help/en/es/use-cases/migrate-elasticsearch-index-data-from-amazon-opensearch-service-to-alibaba-cloud-elasticsearch
https://www.alibabacloud.com/help/en/es/use-cases/migrate-elasticsearch-index-data-from-amazon-opensearch-service-to-alibaba-cloud-elasticsearch
https://www.alibabacloud.com/help/en/emr
https://www.alibabacloud.com/help/en/maxcompute/use-cases/migrate-data-from-amazon-redshift-to-maxcompute
https://www.alibabacloud.com/help/en/maxcompute/use-cases/migrate-data-from-amazon-redshift-to-maxcompute
https://www.alibabacloud.com/help/en/emr/emr-on-ecs/use-cases/use-jindo-distcp-to-migrate-data-from-a-third-party-cloud-storage-service-to-oss-or-oss-hdfs
https://www.alibabacloud.com/help/en/emr/emr-on-ecs/use-cases/use-jindo-distcp-to-migrate-data-from-a-third-party-cloud-storage-service-to-oss-or-oss-hdfs
https://www.alibabacloud.com/help/en/emr/emr-on-ecs/use-cases/use-jindo-distcp-to-migrate-data-from-a-third-party-cloud-storage-service-to-oss-or-oss-hdfs
https://www.alibabacloud.com/help/en/dlf
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4.7 BAO MAT

471 KIEN TRUC BAO MAT DAM MAY CUA ALIBABA

m Rial Rarson
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cation Responss
Authorization Application Application Configaration Check

Application Prots:
& o e Configuration Security Encironmant Sacurity

N e

End-to-and Data

i Data Protection Encryption Kay Management I
Appiication Security Consuting
WM Security Container Security Betwork Security
Wontity & Access Controd thyﬁ:; H;‘mn 'lﬁr!slj;:lrra!nn Gbgdmm Mw:;mq E

Alibaba Cloud cung cap kién truc bao mat c6 kha ndng bao vé theo 5 chiéu
ngang va 2 chiéu doc. Hai chiéu doc bao gém bao mat tai khoan (kiém soat
danh tinh va truy cap) va gidm sat va van hanh bao mat. Luu y rang cac chiéu
doc nay bao gém céc trién khai khac nhau cho ca bao mat ngusi dung va bao
mat nén tang dam may. Nam chiéu ngang bao gém bao mat nén tang dam may
8 18p dudi cung, trong khi bao gébm bao mat ca s& ha tang, bao mat dir liéu,
bao mat ung dung va bao mat doanh nghiép cho ngudi dung dam may.

Chuong nay gidi thiéu vé kién truc bao mat téng thé va mé ta cac tinh nang
chinh cla ting 18p bao gbm nhiéu san pham va dich vu bao mat khac nhau
cua Alibaba Cloud.

Bao mat nén tang dam may

User Business Security
User
User Application Security Security

User

Account
Security User Data Security

Monitoring

& Operation
User Infrastructure Security

Cloud Platform Security

gl:;tc[];;‘mdum Compute Storage Netwark. Database Big Data
. Virtualization Tenant Security Escape Hotfix Data B
Identity & Security Isolation Hardening Detection Patching Erasure Security
Access Monitoring
Control 'S-'::rg:\;‘ﬁ;e Firmware Security Encrypted Computing Trusted Computing & Dperation

Physical IDC Disaster Personnel O&RM Audit Data MNetwork
Security Recovery Management Destruction Isolation



A1 Consulting | Huéng dan vé ca sd ha tdng dam may danh cho chuyén gia AWS

Kién tric bado mat nén tang dam may bao gém cac kha nang bao mat cd ban do Alibaba
Cloud cung cap. Trong hai chiéu doc, danh tinh, kiém soat truy cap, giam sat bdo mat va
hoat ddng la vé hinh dbi véi khach hang. Tudng tu nhu vay, khach hang cé thé tan huéng
cac kha nang bao vé cap cao cla Alibaba Cloud ma khéng can thuc hién ciu hinh 6 ché
dd bao mat vat ly, bao mat phan cling, va cac I8p bao mat ao hoa. LEp bao mat san pham
dam may bao gém cac kha ndng bao mat do nén tang dam may cung cap cho khach
hang. Mét s6 kha nang nhu cé 1ap ngudi thué dudc bat theo mac dinh. Cac kha nang
khac nhu ma hoa dit liéu phai dugc khach hang bat va cau hinh dung cach dé hoat ddng
binh thudng.

Bao mat cd sé ha tang ngudi dung

User Business Security

User Application Security

User Data Security

User Infrastructure Security User
User I
A . Security
ccoun Network Security Cloud . -
Securiiy Security YR Group Firewall FNREITE MOI'IITOI'I_I'Ig
& Operation
Container Sandboxed Intrusion Image Image
Security Container Detection Scanning Signing
VM Intrusion Virus Vulnerability 0S/Image Auto Downtime
Security Detection Detection Management Hardening Migration

Cloud Platform Security

Kha nang bao méat cd s& ha tdng ngudi dung va cac yéu ciu clia ngudi dung dam may
tap trung vao ba khia canh: bao mat may chu, bao mat container va bao mat mang. Cac
khia canh nay lién quan dén viéc sif dung mang dé cé 1ap va bao vé cac tai nguyén dién
toan quan trong nhat. Cac (ing dung va dich vu ddm may cua ngudi dung dudc xay dung
truc tiép hodc gian tiép (théng qua cac dich vu dam may ISp trén) va chay trén cac
mo&-dun dich vu mang va dién toan cd ban.

Ngoai tai nguyén may tinh va mang, tai nguyén Iuu trit cling rat quan trong déi véi ngudi
dung, dic biét 14 trong viéc bao vé di liéu ngudi dung. Kién tric bao mat phia ngusi
dung cling bao gdm hai chiéu doc: bao mat tai khoan ngusi dung va giam sat va van
hanh bao mat ngusi dung. Cac chiéu doc nay lién quan dén ting chiéu ngang, chang
han nhu kiém tra bao mat cau hinh cho may chi VM trong qua trinh giam sat bao mat va
kiém soat quyén cla nhiéu tai nguyén dam may khac nhau dé bao mat tai khoan.
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Bao mat dii lieu ngugi dung

User Business Security

User Application Security

User Data Security

Key KMS Customer Managed
Management Managed HSM Keys(BYOK) Security
Account .
) Monitoring
Securlty End-to-end Encryption Encryption Encrypted Encryption SSL Cert & Operation
Encryption in Transit at Rest Computing Service Service p

I
I
|
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i
|
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|
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|
!
|
Key Rotation |
|
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I
|
I
|
|
I
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User Infrastructure Security
Cloud Platform Security

Bao mat dif liéu ngudi dung trén dam may |4 mang séng clia ngudi dung va la mét trong
nhitng thudc tinh quan trong nhat cla kha nang bao mat dam may téng thé. Vao thang 7
nam 2015, Alibaba Cloud da khdi xudng Dé xuat bao vé dir liéu dau tién trong sé cac nha
cung céap dich vu dam may tai Trung Quéc. Bé xuat céng khai nay kéu goi quyén sé hiiu
dif liéu cla tat ca cac nha phat trién, cac céng ty, chinh phl va td chuc xa hoi trén nén
tang dién toan dam may chi thudc vé ngusi dung. Nén tang dién todn dam may khéng
thé si dung dif liéu cho cac muc dich khac. Nha cung cap dich vu dam may coé trach
nhiém va nghia vu giup ngudi dung dam bao tinh bdo mat, toan ven va kha dung cua di
liéu cua ho.

Bao mat Ung dung cuia ngugi dung

User Business Security

User Application Security

Application
Protection e
User
User ]
Application Security
Account Configuration ACM Configuration Encryption N .
j Security Monltorlng
Security )
Application & Operation
Environment Security Hardening
Security

User Data Security

User Infrastructure Security

Cloud Platform Security

Céc (ing dung dudc xay dung trén Alibaba Cloud can dudc bao mat dung cach. G cap do
bao mat (ng dung, Alibaba Cloud cung cap cho ngudi dung kha nidng bao mat & ba khia
canh: bao mat méi trudng Ung dung, bao mat cau hinh (ng dung va bao vé Ung dung.
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Bao mat kinh doanh ctia hgugi dung

User Business Security

Risk

Control Fraud Detection Anti-bot
Content .
User Detection Content Moderation Us er
Security
Account . -
i ithy jcati onitoring
Secu r|ty Authentication Real Person Authentication

& Operation

User Application Security

User Data Security

User Infrastructure Security

Cloud Platform Security

Khi Ung dung cla ngudi dung da dugc xay dung va chay trén nén tang Alibaba Cloud,
Alibaba Cloud cung cap cac kha ndng bao mat tudng (ing cho cac tinh hudng kinh
doanh khac nhau cla ngusi dung. G cap dd bao mat kinh doanh, Alibaba Cloud cung
cap cac tinh ndng bao mat tif ba khia canh: Xac thuc danh tinh, phat hién ndi dung va
kiém soat rui ro.

Bao mat tai khoan nguai dung

User Account Security

User Business Security

Logon SSH Key
Authentication P AK/STS MFA SS0 Pair
Authorization RAM User Application Security User
Security

Account Mi:zzzfl:?"'d RAM User/Role Resource Directory Monitoring
User Data Security & Operation

Audit ActionTrail Bastionhost

Application |DaaS User Infrastructure Security

Cloud Platform Security

Bao mat tai khoan ngudi dung la mét chiéu quan trong trong thiét ké kién truc bao mat
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dam may téng thé. Bao mat tai khoan ngusi dung trén dam may bao gém “Nam chir A"
Xac thuc, Uy quyén, Quan ly tai khoan, Kiém toan va Quan ly ¢ing dung. Piéu quan trong
can luu y la trong kinh doanh dua trén dam may, thudng cé mét sdn pham hoac dich vu
dam may (nhu RAM) cung cap nhiéu khia canh kha nang trong cac khia canh da dé cap 6
trén. Chudng nay moé ta cac kha nang bao mat tai khoan Alibaba Cloud cu thé cho ting
khia canh.

Bao mat giam sat va hoat dong cua ngudi dung

User Security Monitoring & Operation
User Business Security

Threat Detection

& Response Security Center Incident Response
- fomie - Configuration . .
User User Application Security Check Cloud Config Security
Account
Securi ) - Internal Operation
I'ty Log Audit Log Meonitoring Transparency
User Data Security
Security = = N
Testing Penetration Testing Crowdsourced Testing
User Infrastructure Security Security Managed MLPS PCIHDSS
Consulting Security Service Compliance Compliance

Cloud Platform Security

Sau khi tai nguyén, ung dung, doanh nghiép va tai khoan cua ngugi dung dugc bao vé
dung cach trén dam may, nén tang dam may can cung cap kha ndng gidm sat bao mat va
van hanh dé phat hién cac méi de doa, giam sat cau hinh tai nguyén dam may va nhat ky.
Khi thich hgp, ho can thuc hién thit nghiém bao mat trén méi trudng kinh doanh téng thé
clia hgusi dung va cung cap dich vu phan héi va tu van. Theo céch nay, giam sat bao mat
va kha nang hoat ddng cla Alibaba Cloud c6 thé bao vé hiéu qua doanh nghiép ctia ngudi
dung.

4.7.2 CHONG DDOS

Chéng DDoS dugc cung cap cho cac doanh nghiép cé dich vu trén Internetkhéng kha
dung do céac cudc tan céng ti chéi dich vu phan tan (DDoS).

Theo mé&c dinh, Anti-DDoS cung cap kha ndng chéng DDoS 1én dén 5 Gbit/gidy mién
phi. Ngoai ra, Alibaba Cloud da ra mat goi Security Credibility. Sau khi trg thanh thanh
vién cua Security Credibility, ban c6 thé tan hudng kha ndng giam thiéu DDoS bé sung
ngoai géi méc dinh dua trén diém uy tin bao mat cua ban.
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Goi bao vé chéng DDoS
Géi bao vé chéng DDoS dugc thiét ké cho cac doanh nghiép quy mé I8n trén Alibaba
Cloud, st dung mang Alibaba Cloud géc va céng cu bao vé céng khai dé giam thiéu
cac cudc tan cong DDoS. Goi bao vé c6 thé dudc st dung dé bao vé nhiéu san pham
Alibaba Cloud khac nhau, chdng han nhu Elastic Compute Service (ECS), Server Load
Balancer (SLB), Web Application Firewall (WAF) va Elastic IP Address (EIP).

2 8

Regular Users DDoS Attackers

Sec-Traffic Manager Alibaba Cloud
On-

DNS Transparent Deployment

BGP

Anti-DDoS Origin

Scrubbing Centers

Private
& Connections

Alibaba Cloud Products

Anti-DDoS Premium =

e

ECS SLB EIP WAF

Internet Internet

Outside Alibaba Cloud
8

Origin Servers

» Budc 1: Mua phién ban Anti-DDoS Origin Enterprise

GHI CHU

Céc phién ban Anti-DDoS Origin Enterprise chi kha
dung & Trung Quéc dai lyc. Néu ban mudn mua phién
ban Anti-DDoS Origin Enterprise b&n ngoai Trung Quéc,
ban phai giri phiéu hoac lién hé v&i nhan vién ban hang.
Sau khi yéu cau duoc chap thuan, ban sé co thé mua
phién ban Anti-DDoS Origin Enterprise.

» Budc 2: Dang nhap vao bang diéu khién Anti-DDoS Basic.

» Budc 3: Trén trang goc chéng DDoS, hay xac dinh muc tiéu va nhap vao 'Thém muc
tiéu bao vé' dé thém cac dia chi ma ban muén bao vé vao phién ban dé.
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Anti-DDoS Pro va Premium

Anti-DDoS Pro va Anti-DDoS Premium dugc thiét ké cho doanh nghiép trién khai tai
nguyén cua ho trén hodc ngoai Alibaba Cloud. Bang cach st dung tai nguyén cla trung
tam loc Iuu lugng truy cap I8n cua Alibaba Cloud, ca hai sdn phdm déu hoat déng cung
véi cdng cu bao vé Tri tué nhan tao (Al) va ap dung proxy Iuu lugng truy cap day du dé
bao vé chéng lai cac cudc tan cong luu lugng truy cap khéi lugng I8n va cac cudc tan
cdng lam can kiét tai nguyén cap ung dung web tinh vi, chdng han nhu cac cudc tan
cdéng tran ngap HTTP (Giao thuc truyén siéu van ban).

o] ]
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Budc 1: Thém quy
tac chuyén tiép

Budc 2: Cau hinh
luu lugng dich vu
chuyén tiép

Budc 3: Cau hinh
chinh sach bao
vé

Budc 4: Xem du
lieu bao vé cua
dich vu trang
web cuia ban
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Cai dat Anti-DDoS Pro st dung tén mién

Trong bang diéu khién Anti-DDoS Pro hodc Anti-DDoS Premium,
ban cé thé thém dich vu trang web ma ban muén bao vé bang
cach s dung tén mién, lién két dich vu véi phién ban Anti-DDoS
Pro hodc Anti-DDoS Premium va cau hinh cac quy tac chuyén tiép
Iuu lugng truy cap.

Stra d6i ban ghi DNS cla tén mién cua ban dé chuyén hudng luu
lugng truy cap dén trang web cua ban dén phién ban Anti-DDoS
Pro hoac Anti-DDoS Premium. Phién ban nay sé xo6a Iuu lugng truy
cap va sau dé chuyén tiép luu lugng truy cap dén may chu géc,
gilp bao vé dich vu trang web cla ban khdi cac cudc tan céng
DDoS.

Sau khi ban thiét 1ap phién ban Anti-DDoS Pro hoac Anti-DDoS
Premium dé bdo vé dich vu trang web cla minh, Intelligent
Protection sé& tu ddng dugc bat. Ban cé thé diéu chinh thi céng
cac chinh sach bao vé chéng DDoS cho phu hdp vaéi dich vu trang
web cla minh, bao gém Intelligent Protection, Black Lists va White
Lists (Tén mién), Blocked Regions (Tén mién), Accurate Access
Control va Frequency Control.

Sau khi thiét 13p phién ban Anti-DDoS Pro hodc Anti-DDoS
Premium dé bado vé dich vu trang web cla minh, ban cé thé su
dung tinh nang Bao cdo bao mat va céac tinh ndng lién quan dén
nhat ky dé xem di liéu bao vé trong bang diéu khién Anti-DDoS
Pro hoac Anti-DDoS Premium.
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Cai dat Anti-DDoS Pro st dung IP va céng

Budc 1: Tao quy tac
chuyén tiép cong

Buéc 2: Cau hinh
chinh sach chuyén
tiép cong va bao vé
chéng DDoS

Buéc 3: Xem di
liéu bao vé cua mot
cong

Thém mét dich vu khéng phai trang web ma ban muén bao vé bang
cach st dung mét céng trong bang diéu khién Anti-DDoS Pro hoic
Anti-DDoS Premium. SuU dung dia chi IP cua phién ban Anti-DDoS Pro
hodc Anti-DDoS Premium lam dia chi IP dich vu cua ban dé dinh
tuyén lai Iuu lugng truy cap dén phién ban cua ban. Sau khi ban thay
doéi dia chi IP, phién ban sé xoéa Iuu lugng truy cap dén va sau dé
chuyén tiép Iuu lugng truy cap dén may chu géc.

C&u hinh chinh sach chuyén tiép céng theo yéu cau, chang han nhu
tinh lién tuc cua phién va kiém tra tinh trang cho nhiéu dia chi IP géc.
Ban ciing ¢6 thé cau hinh chinh sach bao vé chéng DDoS cho céc
dich vu khéng phai trang web, chdng han nhu False Source, Speed
Limit cho Destination, Packet Length Limit va Speed Limit cho Source.

Xem Iuu lugng truy cap di qua céng trén trang Téng quan bao mat
cla bang diéu khién Anti-DDoS Pro ho&c Anti-DDoS Premium sau khi
ban thiét 1ap phién ban Anti-DDoS Pro hoac Anti-DDoS Premium dé
bao vé dich vu khéng phai trang web cla ban.
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Dua trén dir liéu I8n va kha nang tinh toan théng minh cua Alibaba Cloud Security, Alibaba
Cloud WAF bao vé chéng lai cac méi de doa bao mat phé bién do OWASP béo céo. Cac
moi de doa nay bao gom SQL injection, cross site scripting (XSS), cac 16 héng phé bién
trong plugin may chu web, tai Ién web shell va truy cap trai phép vao tai nguyén dam may.
WAF cling loc ra sé lugng 18n cac nd luc truy cap doc hai, ngan chan ro ri tai san va di
liéu web, déng thdi dam bao tinh bao mat va tinh kha dung clia cac ing dung web.

Khi ban thém trang web clda minh vao WAF & ché dd ban ghi CNAME, ban phai nhap
thong tin trang web va thay déi DNS dé giai quyét tén mién cua trang web thanh CNAME
do WAF chi dinh. Theo céach nay, cac yéu cau danh cho trang web cua ban dugc chuyén
hudng dén WAF. Ché dd nay dudc hé trg bat k& may chu géc cla ban cé dugc trién khai
trén dam may hay khéng.

=
=1
==
Web Servers
SLB Instances, ECS Instances,
and Servers in Data Centers

@ &

- \/

Filter Out WAF

Malicious Requests
Attack Requests Service Requests
Attack Requests et Normal Service Requests
9 b1 a
Attackers Bots Users
® d & Lo

Scalpers Scanners Internal Partners
Employees

Alibaba Cloud cung cap Hybrid Cloud WAF dé giup bao vé va quan ly cac ing dung web
trong nhiéu méi trudng dam may lai theo cach tap trung. Cac Ung dung web co thé dudc
trién khai trén Alibaba Cloud Public Cloud va c&c trung tam di liéu ciing nhu trén Alibaba
Cloud Public Cloud va cac dam may cua bén thu ba. Hybrid Cloud WAF bao vé Iuu lugng
dich vu cua ban khéng thé di chuyén I&n dam may. Dé cung cap mot hé théng dan hoi va
hiéu qua, Hybrid Cloud WAF két hop cac tai nguyén dudc chia sé va ddc quyén trong va
ngoai dam may
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Cloud Firewall 13 giai phap tudng Iita dudi dang dich vu (FWaa$S) dau tién trong nganh
danh cho méi trudng dam may céng cong. San pham nay quan Iy chinh sach kiém soat
truy cap cho Iuu lugng truy cap béc-nam ti Internet dén cac phién ban ECS va chinh sach
c6 lap vi mé cho luu lugng truy cap dong-tay gilra cac phién ban ECS theo cach tap trung.
Cloud Firewall kiém tra toan dién kha nang tiép xuc cua tai san cla ban vdi Internet trong
maoi truGng dam may va quan ly cac chinh sach truy cap cho mang Dia chi IP cong cbng
theo cach tap trung.

V&i quyén truy cap badng mot cu nhap chudt, Cloud Firewall 1a cd s& ha tang bao mat
mang chinh dé& dam bao an ninh mang cho doanh nghiép cla ban dudc di chuyén Ién
Alibaba Cloud. V&i hé théng ngan chin xam nhap (IPS) tich hgp, san pham nay cung cép
kha ndng ngdn chdn théng minh, phat hién may chl nan nhan, chan cac két néi bén ngoai
do may chu khai chay, va truc quan hda Iuu lugng truy cap va méi quan hé truy cap trén
toan mang gilta cac phién ban ECS. Cloud Firewall dap Ung cac yéu cau cla MLPS 2.0
cho ranh gidi ao, kiém soat truy cap, IPS va thdi gian Iuu trit nhat ky bao mat, phai dudc
luu gill it nhat sdu thang. San pham nay la lua chon can thiét dé tuan tha MLPS 2.0.

1.Unified Isolation from the Internet

@ = '

EIP NAT Gateway NAT Bastionhost

VPC_1 Public Business Group .
VPC_3 Testing
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ECS Private SLB ECS
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» Budc 1: Trén trang Cai dat Firewall, hay bat Firewall.

» Budc 2: Chon Intrusion Prevention > Intrusion Prevention to configure intrusion
prevention policies.

» Budc 3: Trén trang Access Control, hay cau hinh chinh sach kiém soat truy cap.

» Budc 4: Trén trang Traffic Analysis, hay xem sé liéu théng ké Iuu lugng truy cap. Ban
cling cé thé xem théng tin vé cac két néi di.

Security Center 13 hé théng quan ly bdo mat théng nhat cé chic nang xac dinh, phan tich
va canh bao cac méi de doa bado mat theo thsi gian thuc. V&i cac kha nang bao mat nhu
chéng phan mém téng tién, chéng vi-rut, chéng pha hoai va danh gia su tuan tha, ngudi
dung cé thé tu ddéng hoa cac hoat ddng bao mat, phan hdi va theo ddi méi de doa dé bao
vé may chd dam may va may chi cuc bd, dong thdi dap Ung cac yéu cau tuan thu quy
dinh.

2 2 2 B

|| =
oopoooppEnE 0 &
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» Budc 1: Dang nhap vao bang diéu khién Security Center.

» Budc 2: Trong phan Unprotected assets (ECS) trén tab Overview, ban c6 thé xem sé
lugng may chu khéng dugc bao vé va khéng cai dat tac nhan Security Center.

» Budc 3: Nhap vao Install now dé di dén trang Settings. Nhap vao tab Agent roi dén
tab Client can cai dat. Trén tab xuat hién, ban co6 thé xem téng s6 va danh sach céc
may chu chua cai dat tac nhan Security Center.

» Budc 4: Nhap vao tab Client Installation Guide dé chon cai dat tu ddng hoac tai
xudng géi cai dit va chay lénh dé cai dat tadc nhan Security Center.
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Bastionhost cung cap nhiéu chiic ndng, chidng han nhu xac thuc danh tinh O&M, quan
ly tai khodn va kiém toan hoat ddng hé théng. Bastionhost hoat ddng nhu mot proxy
chuyén tiép va ghi lai luéng dit liéu clia cac giao thiic O&M phé bién, chdng han nhu
Secure Shell (SSH), Remote Desktop Protocol (RDP) va Secure File Transfer Protocol
(SFTP). N6 cling c6 thé nhém lai cac ludng dir liéu va tai tao chung dé thuc hién kiém
toan O&M.

Administrators, Developers, —
08&M Personnel, and Out- ECS

L]
(9]
»
m
)
»

sourced Employees
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o 0 o

ah gk &k Esic ,
Bandwidth

. . . Package ECS
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(HA Edition)
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» Budc 1: Pdng bo hoda tai san ECS.

» Budc 2: Nhap ngudi dung Alibaba Cloud RAM.

» Budc 3: Tao quy tdc O&M.

» Budc 4: Thuc hién cac hoat dong O&M trén may chu.
» Budc 5: Kiém toan cac phién van hanh va bao tri
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4.8 BO CHUA (CONTAINER)

Container Service for Kubernetes (ACK) 1& mét trong nhiing dich vu dau tién vugt qua
Chugng trinh tuan thu Kubernetes dudc chiing nhan. ACK cung cap dich vu quan ly hiéu
suat cao cho cac (ing dung dudc chia trong container. Ban c6 thé quan ly cac (ng dung
dugc chia trong container cap doanh nghiép trong suét vong ddi clia iing dung.

Hinh sau day cho thdy kién truc cla danh muc san pham Alibaba Cloud Container

Service.
Micro Service Stateful App Big Data, Al Innovation
S Security/Complia . L Hybrid/Multi- Sandboxed @
@ = Observerability Elasticity Cloud DevOps e Asmrvice
Mesh
Alibaba Cloud Container Service for .’m] Alibaba Cloud Serverless VY
Kubernetes (ACK) 22 Kubernetes Service (ASK) ] HE'&M
Computing Networking Storage ACR - Registry
ECS, EBM, GPU, FPGA, ECI VPC, ENI, SLB, DNS, RDMA EBS, NAS, CPFS, 0SS Service
! Market Place

Public Cloud

Edge Computing
ACK@Edge

Private Cloud

ACK cung céap ba loai cum sau: Kubernetes chuy&n dung, cum Kubernetes dugc quan ly

va cum Kubernetes khéng may chu
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Muc

Tinh nang

Phucng
phap
thanh
toan

SU  dung
kich ban

Cum Kubernetes
Chuyén dung

Ban phai tao cac nut chu
(master nodes) va nut

cong  nhan (worker
nodes).
Mot  cum  Kubernetes

chuyén dung cho phép
ban quan ly co s ha
tdng cum theo cach chi
tiét hon. Ban phai tu thiét
k&, bao tri va nang cap
cum Kubernetes.

Ban khéng dugc tinh phi
cho cum tinh nang quan
ly. Tuy nhién, ban phai
tra tién cho cac nut
chinh, nut céng nhan va
cd s& ha tang khac.

Ap dung cho moi tinh
huéng.

Cum Kubernetes bugc quan
ly

Ban chi can tao cac nut
cong nhan. ACK tao va
quan ly cac nut chinh.

Cum Kubernetes dugc
quan ly dé si dung, tiét
kiém chi phi va c6 tinh kha
dung cao. Ban khéng can
phai quan ly cac nut
chinh.

Cum ACK chuén: Ban
khéng phai tra phi cho cac
tinh nang quan ly cum. Tuy
nhién, ban phai tra tién cho
cac nut cong nhan va cd sé
ha tang khéc.

: Ban sé dudc tinh phi dua
trén s6 lugng cum hodc
phuadng thuc dang ky.

Ap dung cho moi tinh
huéng.

Cum Kubernetes Khong
may chu

Ban khéng can phai tao
nut chinh hoac nut céng
nhan.

Mot  cum  Kubernetes
khéng cé may chu cho
phép ban khd&i déng cac
Uing dung truc tiép. Ban
khéng can phai quan ly
cac nut.

Ban sé dudc tinh phi cho
cac tai nguyén ma pod su
dung va thdgi lugng su
dung tai nguyén. Thdai
luohg dudc tinh bang
giay.

Ap dung d@é xU ly hang loat
nhiém vu khan cip md
réng ung dung va tich hop
lién tuc (Cl) hodc phan
phéi lién tuc (CD).


https://www.alibabacloud.com/help/doc-detail/173290.htm#concept-2558837
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e Cum Kubernetes Cum Kubernetes bugc quan Cum Kubernetes Khong
Chuyén dung ly may chu
H6 so
Cost insensitive Cost reduction In-batch task

ngugi dung )
Familiar with Kubernetes Excellent scalability

Focus on application ~ New to Run out of the box, and stop

Maintenance capable e e immediately
Dedicate Kubernetes Managed Kubernetes Serverless Kubernetes
Clear resource planning Few Kubernetes maintenance Zero maintenance

Self management

No care on master node Pay as you go
Master node customized No care on laaS

Quy trinh tao
cum

!

Master Node
= Specifications
= System Disk

1

Worker Node Worker Node
= Specifications + Specifications
+ Data Disk + Data Disk

. .

L
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Cach di chuyén cum Kubernetes do AWS EKS quan ly sang Container Service for
Kubernetes (ACK) ma khéng lam gian doan dich vu. AWS EKS cung cap cum
Kubernetes chuan. Chung ta cé thé coi né nhu mét Kubernetes tu quan ly.

Cd ché di chuyén

Data migration Services

MysaL —_—

ApsaraDB RDS
POLARDB

e | —— . & 3

DOMS
Image

Container Registry

:1“5 Alibaba Cloud DNS

v Network cutover v

Ingress Ingress

Service

Migrate configurations

Deployment Deployment

Recreate resource objects by using YAML files

Quy trinh

1. Tao va cau hinh cum ACK. Cac ky su O&M tao mdt cum ACK va cau hinh tai
nguyén cum. Budc nay gilp cac nha phat trién dé dang di chuyén Uing dung sang
Kubernetes. D& biét thém thong tin, hdy xem Tao mot cum Kubernetes chuyén dung.
Cac tham s6 sau day la bat budc khi ban tao

cum ACK:

» Loai cum: Chon mot trong cac loai cum sau khi ban tao cum ACK:

e Cum Kubernetes chuyén dung tiéu chuén. Ban can tao va quan ly cac nut chu
va nat céng nhan ctia cum ACK. Ban cé toan quyén kiém soat cum ACK va phai
trd phi cho cac tai nguyén dugc st dung bdi cac nut chu va nut cong nhan.

e Cum Kubernetes dudc quan ly tiéu chuan. Ban can tao va chi quan ly cac nuat
cbng nhan cua cum ACK. ACK tao va quan ly cac nut chinh va ban chi phai tra
phi cho cac tai nguyén dugc cac nut céng nhan su dung.


https://www.alibabacloud.com/help/doc-detail/86488.htm#task-skz-qwk-qfb
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» Hé diéu hanh: Chon hé diéu hanh cla ban:
e Mac dinh la hé diéu hanh CentOS 7.6 hoac Aliyun Linux 2.1903. Chung t6i
khuyén ban nén gilt nguyén cai dat mac dinh.
e Néu hé théng mac dinh khéng dap ting dugc yéu cau, ban cé thé st dung hinh
anh tuy chinh. Dé biét thém thong tin, hay xem

» VPC: Chon mét ddm may riéng ao (VPC) va vSwitch cho cum ACK.

» SNAT: C4u hinh dich dia chi mang ngudn (SNAT)

muc nhap cho VPC.

» Truy cap cdng cdng: Dat may chu APl ctia cum ACK vdi dia chi IP dan héi (EIP).

» Cloud Monitor agent: Cai dat Cloud Monitor agent trén cac phién ban Elastic
Compute Service (ECS) cua cum ACK.

» Simple Log Service: Cai dat va cau hinh tadc nhan Simple Log Service trong cum
ACK.

2. Di chuyén di liéu.
» Di chuyén cg s6 dif liéu:

i. Tao mot phién ban Dich vu di liéu lién quan (RDS).
i. C4u hinh danh sach trdng RDS chi cho phép cac dia chi IP cu thé truy cap vao
phién ban RDS.

i C&u hinh PrivateZone. St dung PrivateZone dé giai quyét tén mién cua cd s6
dif liéu thanh dia chi IP cia phién ban RDS. Piéu nay gitp ban khéng can phai stra doi
c4u hinh cd s& d{ liéu trén cac Ung dung.

iv. Di chuyén dii liéu trong cd s8 di liéu MySQL cla cum Kubernetes tu quan. Su
dung Dich vu truyén di liéu (DTS) dé di chuyén di liéu ti co s& dif liéu MySQL sang
co s8 dif liéu ApsaraDB cho RDS & ché dd ddng bd héa day du, gia tdng hoic hai
chiéu. Hay xem

» Di chuyén d{ liéu.
i. Kich hoat Object Storage Service (0SS).
ii. Tao nén OSS bucket.

Di chuyén d liéu dugc Iuu trf trong cum Kubernetes tu quan ly. S dung céng
cu ossimport dé di chuyén di liéu theo titng dgt ti may chu tai chd hodc dich vu luu
trit dd&m may cla bén thu ba sang 0SS. Vi du: ban cé thé chon dich vu luu trit dam
may cla bén thd ba nhu Amazon S3, Microsoft Azure hoac Tencent Cloud Object
Storage.

» Di chuyén hinh anh:


https://www.alibabacloud.com/help/doc-detail/146647.htm#task-2362493
https://www.alibabacloud.com/help/doc-detail/146647.htm#task-2362493
https://www.alibabacloud.com/help/doc-detail/126875.htm#concept-268502
https://www.alibabacloud.com/help/en/data-online-migration/user-guide/ossimport-overview#concept-rc2-t1h-wdb
https://www.alibabacloud.com/help/en/data-online-migration/user-guide/ossimport-overview#concept-rc2-t1h-wdb
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iv. Tao kho luu trf Container Registry.

V. D4t théng tin xac thuc dudc st dung dé truy cap kho Iuu trif Container Registry
da tao.

vi. Di chuyén hinh anh cua cum Kubernetes tu quan ly. Ban c6 thé sif dung céng
cu image-syncer dé di chuyén hinh anh clia cum Kubernetes tu quan ly sang kho luu
trit Container Registry. Dé biét thém thoéng tin, hay xem

3. Di chuyén cau hinh (ing dung.

Container Service for Kubernetes (ACK) cho phép ban sao Iuu va khéi phuc céc Ung
dung c6 trang thai dudc trién khai trong cum ACK. Day 13 giai phap tat ca trong mét
dé dat dudc tinh nhat quan khi gép su c6, tinh nhat quan cla tng dung va phuc hoi
tham hoa lién ving cho cadc Ung dung cé trang thai trong cum ACK. Pé biét thém
théng tin, hay xem

Diéu kién tién quyét: Hai cum Kubernetes cung phién ban dugc tao. D& biét thém
théng tin, hay xem .

Phucng phap 1: Di chuyén mét (ing dung bang cach st dung tinh nang sao Iuu ling
dung.

a. Cap quyén Dich vu luu trit déi tugng (OSS) can thiét cho Cluster_A va
Cluster_B. Dé biét thém théng tin, hdy xem

Cai dat thanh phan sao Iuu Ung dung trong Cluster_A va Cluster_B. Dé biét
thém thdéng tin, hay xem
C. Tao kho Iuu trit sao luu cho Cluster_A va Cluster_B. Khi ban tao kho luu trif sao
luu cho nhiing kho Iuu trit nay, hay chon cung mot OSS bucket va dat Loai mang thanh
Mang cong cdng. D& biét thém théng tin, hdy xem

d. Tao tac vu sao luu trong Cluster_A. Dé biét thém thang tin, xem
. Sau khi ban tao tac vu sao Iuu trong Cluster_A, ban c6 thé dang nhap vao
Cluster_B dé xem nhiém vu sao Iuu trén Backups tab cua trang Application Backup.

e. Trén trang Application Backup, nhap vao tab Restore va tao mot tac vu khoi
phuc dua trén tac vu sao Iuu dugc tao trong Cluster_A. Dé biét thém thdéng tin, hay
xem

Phudng phap 2: Di chuyén (ing dung bang cach sti dung Velero

Vi du nay cho thay cach di chuyén (ing dung trong khéng gian tén Nginx-examples tu
Cluster_A sang Cluster_B. Pé di chuyén Ung dung, hay thuc hién cac budc sau:

a. Cai dat may khach Velero va thanh phan sao Iuu Ung dung trong Cluster_A. Sau
dé, cau hinh va két néi véi thung OSS cé tén 'mybackups'. Dé biét thém théng tin, hay
Xem va



https://www.alibabacloud.com/help/doc-detail/146305.htm#task-2356572
https://www.alibabacloud.com/help/doc-detail/146305.htm#task-2356572
https://www.alibabacloud.com/help/doc-detail/188871.htm
https://www.alibabacloud.com/help/doc-detail/184416.htm
https://www.alibabacloud.com/help/doc-detail/184416.htm#step-5lw-hv6-b8p
https://www.alibabacloud.com/help/doc-detail/184416.htm#step-72n-p0f-lku
https://www.alibabacloud.com/help/doc-detail/188780.htm#step-79d-52t-eqz
https://www.alibabacloud.com/help/doc-detail/188780.htm#step-sv1-55u-opd
https://www.alibabacloud.com/help/doc-detail/188780.htm#step-sv1-55u-opd
https://www.alibabacloud.com/help/doc-detail/188780.htm#step-3zk-hh6-xpq
https://github.com/vmware-tanzu/velero/releases
https://www.alibabacloud.com/help/doc-detail/184416.htm#task-1955156
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b. Cai dat Ung dung khach Velero va bd diéu khién di chuyén trong Cluster_B. Sau
dé, cau hinh va két néi véi thung OSS c6 tén sao Iuu cua téi.

C. Sao Iluu cac ung dung trongnginx-vi du khéng gian tén trong Cluster_A va chi
dinh tén cula tép sao luu, vi du: nginx-sao Iuu.

d. Su dung tép sao luu cé ténnginx-sao luutrong Cluster_B dé khdi phuc cac ting
dung. Hoat ddng nay di chuyén céac ting dung ti Cluster_A sang Cluster_B.

2. Thuc hién kiém tra hoi quy. Cac ky su thi nghiém thuc hién hoi quykiém tra
trén cum ACK ma khéng lam gian doan hoat déng kinh doanh truc tuyén:

» C4u hinh tén mién cho thd nghiém héi quy.

» Ung dung tht nghiém.

» Kiém tra cac su kién (ng dung da ghi lai.

» Kiém tra s0 liéu giam sat cua ung dung.

3. Chuyén toan bo Iuu ludng san xuat sang ACK. Cac ky su O&M stia déi cau hinh
Hé théng tén mién (DNS) dé chuyén luu lugng dén cum ACK:
» SU dung DNS dich vu: Stta d6i cau hinh DNS dé chuyén hudng Iuu lugng.

» Nang cap cau hinh hodc ma cua may khach dé chuyén déi luu lugng.

4. Pua cum Kubernetes tu quan ly ra khoi ché do ngoai tuyén. Cac ky su O&M
kiém tra xem cum ACK c6 thé dugc truy cap nhu mong dgi hay khéng. Sau do, cac ky
su O&M dua cum Kubernetes tu quan ly ngoai tuyén:

» Kiém tra xem cum ACK c6 thé nhan va gui Iuu lugng nhu mong dgi hay khéng.

» Pua cum Kubernetes tu quan ly ngoai tuyén..

» X6a céac tép sao luu dugc Iuu trit trong bucket 0SS dudc tao khi ban di chuyén tng
dung.
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4.9 MICROSERVICES

Enterprise Distributed Application Service (EDAS) la mét dich vu Nén tang Ung dung
dudi dang Dich vu (aPaaS) cho phép ban Iuu trt Ung dung va quan ly cac
microservice. EDAS cung cap cac giai phap toan dién dé phat trién, trién khai, giam
sat va duy tri Ung dung, cling nhu hd trg cac framework microservice nhu Dubbo va
Spring Cloud, 1a mét Iua chon t6t dé di chuyén cac (ing dung dua trén microservice tu
AWS sang Alibaba Cloud.

Vi cac Ung dung cla ban da dudc trién khai vao méi trudng san xuat va dang hoat
déng binh thudng, uu tién hang dau 1a dam bao hoat ddng tron tru clia doanh nghiép
ma khong bi gian doan trong qua trinh di chuyén. Tai th&i diém nay, Alibaba Cloud c6
hé trg rat tot trong kich ban nay, cé thé dam bao rang nén tang ung dung hoat déng
lién tuc trong qua trinh di chuyén.

4.91 QUY TRINH DI CHUYEN

Cu thé, Alibaba Cloud hé trg hai loai di chuyén (ing dung cua Spring Cloud va Dubbo
microservice framework. Qua trinh di chuyén cua hai loai 'ng dung nay |a giéng nhau,
chu yéu bao gém bén khia canh sau:

] 3.Domain Name Comfiguration ]
Domain Name - Domain Name

2.ELB Migrati
@ S > Alibaba Cloud SLB
AP| Gateway

Distributed
Applications

AP| Gateway

1.Application Migration

REST/RPC

Distributed
Applications

Other Dependencies Other Dependencies

4.Storage & MQ Migration
G G
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a. Dichuyén ling dung
Cac Ung dung can di chuyén thudng khéng cé trang thai va coé thé dudc di chuyén
trudc. Dé biét thém chi tiét vé van dé nay, vui ldng tham khao cac tai liéu sau:
» Spring Cloud:
» Dubbo:

» Di chuyén registry:

Giai phap di chuyén dua trén MSE Sync:

Di chuyén tU s6 dang ky Nacos tu quan sang MSE Dang ky Nacos

Di chuyén tU s6 d&ng ky ZooKeeper tu quan sang S6 d&ng ky MSE ZooKeeper:
Di chuyén cac Ung dung ti Eureka registry tu quan vao sé ding ky MSE Nacos
reqistry:

b. DichuyénELB

» Néu phién ban AWS Elastic Load Balancing(ELB) dugc st dungtrudc khi di chuyén,
sau khi qué trinh di chuyén Ung dung hoan tat, ban can di chuyén ti ELB sang phién
ban Server Load Balancer (SLB) trén Alibaba Cloud.

» Néu khéng st dung phién ban AWS ELB nao trudc khi di chuyén, ching téi khuyén
ban nén tao va lién két phién ban SLB vdi Ung dung sau khi di chuyén.


https://www.alibabacloud.com/help/doc-detail/120424.htm#title-x9c-woq-wdi
https://www.alibabacloud.com/help/doc-detail/108540.htm#title-mpb-nxa-812
https://www.alibabacloud.com/help/en/mse/use-cases/
https://www.alibabacloud.com/help/en/mse/use-cases/migration-solution-based-on-mse-sync
https://www.alibabacloud.com/help/en/mse/use-cases/migration-solution-based-on-mse-sync
https://www.alibabacloud.com/help/en/mse/use-cases/migration-solution-based-on-mse-sync
https://www.alibabacloud.com/help/en/mse/use-cases/migration-solution-based-on-mse-sync
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c. Cau hinh tén mién

Dé tao va lién két mot phién ban SLB mdi trén Alibaba Cloud v&i phién ban da di
chuyén Ung dung, ban phai thém c&u hinh phién ban SLB nay vao cau hinh tén mién.
Dé biét thém thong tin, hay xem

d. Luu trit va di chuyén MQ (Tuy chon)

Néu cac Uing dung cla ban dugc trién khai trén AWS Elastic Beanstalk bang céac dich
vu AWS khac, chadng han nhu Amazon RDS va Amazon MQ, ban van can phai di
chuyén hang dgi luu trt va tin nhan cung véi cac (ng dung. Doi véi phan nay, ban cé
thé lam theo di chuyén cg s& dif liéu.

Ban c6 thé di chuyén (ing dung bang hai phuong phap: chuyén déi registry, dang ky
kép va ung cU kép. Hai phuong phap nay cho phép ban di chuyén (ing dung trong thdi
gian chay ma khoéng bi gian doan dich vu.

Spring Cloud DPang ky chuyén doi St dung Spring Cloud Alibaba dé chuyén
déi registry géc cho Nacos. Phat trién
cac Ung dung va trién khai ching cho
EDAS va chuyén déi luu lugng bang cach
c4u hinh SLB va tén mién. Tham khao

dé biét thém chi tiét.

Pang ky kép va Ung cu Truy cap vao registry gbc va sb dang
kep ky dich vu EDAS khi cac (ng dung
dugc di chuyén dé cho phép goi 1an
nhau gilta cac (ing dung da di chuyén
va cac Ung dung chua di chuyén.

Tham khao dé biét thém chi
tiét.
DPang ky chuyén doi St dung Dubbo dé chuyén registry géc

sang EDAS Config Server va phat trién
mot bd (ng dung mdi va trién khai ching
Ién EDAS. Sau do, su dung Server Load
Balancer (SLB) va cdu hinh tén mién dé
chuyén déi luu lugng truy cap. Tham khao

dé biét thém chi tiét.


https://www.alibabacloud.com/help/en/dws/user-guide/change-dns-servers-for-a-domain-name#concept-x3z-qvw-12b
https://yuque.antfin-inc.com/productoverviewmarketingstrategy/overall/xgsv9b/edit#RijHT
https://www.alibabacloud.com/help/doc-detail/120424.htm#title-jbq-v6q-qn2
https://www.alibabacloud.com/help/doc-detail/120424.htm#title-jbq-v6q-qn2
https://www.alibabacloud.com/help/doc-detail/120424.htm#title-jbq-v6q-qn2
https://www.alibabacloud.com/help/doc-detail/108540.htm#title-kd2-vu0-yzv
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Cac microservice Giai phap Di chuyén MO ta

framework trén Amazon

Dubbo Pang ky kép va ung cu Truy cap vao sé dang ky dich vu géc
kep va registry EDAS khi cac Ung dung
dugc di chuyén dé cho phép goi lan
nhau gilta cac (ing dung da di chuyén
va cac Ung dung chua di chuyén.
Tham khao tai liéu nay dé biét thém chi
tiét.


https://www.alibabacloud.com/help/doc-detail/108540.htm#title-kd2-vu0-yzv
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Dich vu nhan tin phan tan, dudc quan ly hoan toan va chuyé&n nghiép cé luu lugng cao,
do tré thap va kha nang ma rong cao. Dich vu nay hé trg Advanced Message Queuing
Protocol (AMQP) va hoan toan tuong thich v8i RabbitMQ nguén maé.

N6 cling hé tré khach hang cho nhiéu ngén ngi 1ap trinh khac nhau. Dich vu nay cé
san va giai phong ban khoi viéc trién khai va O&M. N6 cho phép ban dé dang di
chuyén doanh nghiép cua minh 1én dam may trong khi van cung cép céac dich vu dang

tin cay va an toan.

Giao dich dinh méi giay
(TPS) cuia cac cum

TPS dinh cua mét hang
dai duy nhat

S6 lugng két noi

Tin nhan theo lich trinh

Khéng gidi han. Hang dgi tin
nhdn cho cum RabbitMQ &p
dung kién trac phan tan khéng
lién quan dén bat ky nut chinh
nao.

B&ng cach nay, s6 lugng cac nut
co thé tang hoic giam tuy theo
nhu cau kinh doanh va do do,
TPS cao nhat cua cac cum
khéng bi gidi han.

Khéng gidi han. Message
Queue cho RabbitMQ hé trg
tdng sb luong node trong mét
queue duy nhat. Khéng gidi han
s6 lugng node déng th&i va mot
queue cé thé cé kich thudc
khéng gidi han.

Khéng gidi han. Hang dgi tin
nhan cho phién ban RabbitMQ
cang c6 nhiéu nut thi phién ban
dé hé trg cang nhiéu két néi.

H6 trg 1ap lich tin nhan chinh
xac dén tung gidy, hiéu suat cao
va c6 thé s dung ngay.

Co6 gi6i han. Bé cai thién hiéu
suat cua cum RabbitMQ nguén
md, ban phai nang clp cac
théng s6 ky thuat cé gisi han
trén.

C6 gidi han. TPS cao nhat cla
moét hang dgi duy nhat dugc
phép & TPS cao nhat cla mot
nut dugc phép trong hang dgi.

C6 giGi han. Mot cum duy nhéat
chi hé trg mét s6 lugng két noi
gi6i han va ngudng khong thé
dugc

dugc diéu chinh dén mét gia tri
cao hon. Diéu nay 1a do gidi
han vé hiéu suat cta cum.

H6 trg 1ap lich tin nh&n,nhung
lai phuic tap khi st dung.
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Tich lay tin nhan

Kha nang ma rong

Tinh kha dung cua dich
vu

Do tin cay cua di liéu

H6 trg cho SDK cua
khach hang

Tin nhan theo lich trinh

Tin nhén giao dich

Hb6 trg s6 lugng 18n tin nhén tich
iy va cung cap hiéu suat cao
ngay ca trong trudng hgp tich lay
nhiéu tin nhan.

Ap dung kién tric phan tan
khéng lién quan dén cac nut
chinh. Sé lugng nut dang st dung
co thé tang hodc giam tuy theo
hiéu qua.

Ap dung kién truc phan tan dam
bao tinh kha dung cao cua
99,95% cac cum va cung cap
tinh kha dung cao trén khap cac
vung.

Su dung cd ché ba ban sao, dam
bao hiéu suat TPS cao.

Hé tr¢ ma nguén ma SDK.

SDK cho tiing ngén nglt va méi
phién ban SDK.

Hé trg 1ap lich tin nhan chinh xac
dén tung gidy. Ban c6 thé su
dung plug-in
x-delayed-message hoac chi
dinh gia tri time-to-live (TTL) @é
kich hoat 1ap lich tin nhan.

Khéng hé trg.

Khéng thé hd trg sé lugng I6n
tin nhan tich lay. Su c6 cé thé
xay ra do su dung qua muc bd
nhé trong cac trudng hgp tich
Iy nhiéu tin nhan.

Yéu cau ban phai stta déi théng
s6 ky thuat cla cum dé diéu
chinh hiéu suat cta cum.

Pudc phat trién bang cach su
dung ngdn ngl lap trinh Erlang
va yéu cau kinh nghiém 0&M
nang cao. Tinh kha dung khéng
thé dugc dam bao do kién truc
ngudén mé.

Khéng thé dam bao hiéu suat
TPS cao néu ban cadu hinh
nhiéu ban sao.

Hé tr¢ ma nguén ma SDK.
SD.

Yéu cau ban cai dat mét plug-in
hodc chuyén céac tin nhén da hét
han dé hé trg tin nhén tré.

DPudc hé tro.
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Kiéu Hang Bgi

Nut

Su bén viing

Chiéu dai t6i da
Chiéu dai téi da (byte)
Kich thudc b6 nhé téi da

Kich thudc bo nhé téi da (byte)

Gidi han thu lai

Trao ddi thu chét
Khéa dinh tuyén thu chét

Ngugi dung hoat dong dcn lé

Ap dung kién tric phan tan khéng
yéu cau cau hinh th céng loai hang
doi va cung cép tinh s&n sang cao.

Khéng céan hudng dan st dung céau
hinh thu céng va khéng c6 O&M cau
hinh.

Hb trg ca luu tri cau hinh bén viing
va khéng bén viing.

Khéng yéu cau cau hinh thi céng va
hé trg tich Iy tin nhan 16n.

Khéng yéu cau cau hinh thu céng.
Theo mac dinh, cho phép t6i da 16
Ian thir lai. D& biét thém théng tin vé
thif lai, xem ThU lai tin nhan.

Dugc hd tro.
Dudc hé trg.

Khéng dudc hé trg.

Yéu cau cau hinh thi céng. Cac loai
hgp 1é:

» Classic: hang dgi hinh anh cé dién.
» Quorum: hang dgi quorum.

Yéu cau cau hinh thu céng. Ban cé
thé chon mét nut khi can thiét.

H6 trg ca luu trif cau hinh bén viing
va khéng bén viing.

Yéu cau cau hinh thu céng dé ngén
chén su ¢ do st dung qua nhiéu bd
nhd trong cac tinh huéng tich lay tin
nhan 16n.

Yéu cau cau hinh thu céng

Dugc hb tro.
DPudc hé trg.

Dugc hé trg.
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Kiéu Hang Doi Ap dung kién tric phan tan khéng Yéu cdu céu hinh thu céng.
yéu cau cau hinh thu céng loai Céc loai hgp lé:
hang dgi va cung cép tinh sén

» Classic: hang dgi hinh anh
sang cao.

co dién.
» Quorum: hang dgi quorum.
Nut Khéng can hudng dan su dung Yé&u cau cau hinh thu céng.
cau hinh thi céng va khéng cé Ban cé thé chon mét nut khi
O&M c&u hinh. can thiét.
Su bén viing H6 trg ca Iuu trit cdu hinh bén H trg ca Iuu trlt cau hinh
viing va khéng bén viing. bén ving va khéng bén
viing.
Chiéu dai téi da Khéng yéu cau cau hinh thi céong  Yéu ciu cau hinh thi céng
. , va hé trg tich Iy tin nh&n I6n. dé ngidn chan sy cbé do su
Chidu dai t6i da (byte) ' Y gan ehan S o do S
dung qua nhiéu bd nhd
Kich thudc bd nhd téi da trong céc tinh huéng tich Iy
) . tin nhan I16n.
Kich thudc bd nhd tbi da
(byte)
Gigi han thur lai Khéng yéu cau cau hinh thu céng.  Yéu cau cau hinh thu cong
Theo mé&c dinh, cho phép téi da
16 1an thu lai. D& biét thém théng
tin vé thi lai, xem Th lai tin nhan.
Trao déi thu chét Pudgc hb tra. Pugc hé trg.
Khéa dinh tuyén thu chét  Pudc ho trg. Pudc hé tro.
Ngugi dung hoat déng don Khéng dudc hé trg. Pudc hé tro.

[
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Bang cach ma trang téng quan trong RabbitMQ Console, ban c6 thé xem cach chon
Phién ban c6 s6 lugng giao dich cao nhat méi gidy (TPS) phu hop.

Di chuyén metadata cla cum RabbitMQ sang Hang dgi tin nhdn cho phién ban
RabbitMQ, hay xem

Di chuyén cum RabbitMQ sang Hang dgi tin nhan cho RabbitMQ & ché dd doc kép
» Cho phép ngudi dung mdi cho Hang dgi tin nhdn RabbitMQ dé s dung tin nhan tu
phién ban do.
» Kich hoat quy trinh cho Hang dgi tin nhan cho RabbitMQ, loai bd quy trinh ban dau
clia cum RabbitMQ va cho phép ngudi dung ban dau tiép tuc st dung cac thdng diép
tu cum.
» Sau khi tat ca cac tin nhan trong cum RabbitMQ dudc st dung, loai bé ngusi dung
ban dau va cum RabbitMQ.

Terraform & mdt céng cu ca s ha tang dudi dang ma (laC) cho phép ban xay dung,
thay ddi va tao phién ban co s ha tang mdt cach an toan va hiéu qua. Piéu nay bao
gbm cac thanh phan cap thap nhu cac phién ban tinh toan, Iuu trit vd mang. Cling nhu
cac thanh phan cap cao nhu muc nhap DNS, tinh ndng SaaS, v.v. Terraform cé thé
quan ly ca cac nha cung cap dich vu hién c6 va cac giai phap tuy chinh néi bo.

Alibaba Cloud chinh thuc chiu trach nhiém phat trién va bao tri Terraform Provider.
Néu ban da tiing si dung cac nha cung cap AWS/Azure/GCP trudc day, sé khdng cé
nhiéu thay déi trong khudn khé chinh, cl phap va thoi quen s dung. Su khac biét
chinh 13 dinh nghia vé san pham, tai nguyén va muc dich st dung kinh doanh. Ban cé
thé |4y théng tin chi tiét vé cac ndi dung nay théng qua

Bang sau day 1a cac san pham va tai nguyén thudng dung dé ban c6 thé so sanh va
tim thay céc tai liéu tusng Ung.


https://www.alibabacloud.com/help/doc-detail/181067.htm
https://registry.terraform.io/providers/aliyun/alicloud/latest/docs
https://registry.terraform.io/providers/aliyun/alicloud/latest/docs
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Simple Log
Service

Container
Service for
Kubernetes
(ACK)

Container
Registry (ACR)

Function
Compute (FC)

AnalyticDB
for MySQL

ApsaraDB for
Redis

ApsaraDB RDS
for MySQL

Elastic
Compute
Service
(ECS)

Auto Scaling

Resource
Orchestrati
on Service
(ROS)

Virtual Private
Cloud (VPC)

Server Load
Balancer (SLB)

VPN Gateway

Anti-DDoS

/alicloud_log_project

/alicloud_cs_autoscali
ng_config

/alicloud_cr_ee_
instance

/alicloud_ fc_alias

/alicloud_db_instance

/

alicloud_kvstore_instance

/alicloud_db_instance

/alicloud_instance

/alicloud_ess_al
arm

/alicloud_ros_template

/alicloud_network_acl_a
ttachment

/alicloud_
slb

/alicloud_vpn_customer
_gateway

/alicloud_ddosbgp_

Amazon MSK

Amazon Elastic
Kubernetes
Service (EKS)

Amazon Elastic
Container

Registry (ECR)

AWS Lambda

Amazon Redshift

Amazon
ElastiCache for
Redis

Amazon RDS for
MySQL

Elastic Compute
Cloud (EC2)

Auto Scaling

CloudFormation

Amazon VPC

Elastic Load
Balancing

Site-to-Site VPN

AWS Shield -
Advanced

/

aws_msk_cluster

/aws_eks_fargate_profile

/aws_ecr_repository

/aws_lambda_alias

/aws_redshift_cluste

/aws_elasticache
_cluster

/aws_db_instance

/aws_ami_launch_permi
ssion

/aws_
appautoscaling_policy

/aws_cloudf
ormation_

stack

/aws_default_network_a
cl

/
aws_app_cookie_stickine
ss_policy

/aws_vpn_connection

/aws_shield_protectio


https://registry.terraform.io/providers/aliyun/alicloud/latest/docs/resources/log_store
https://registry.terraform.io/providers/aliyun/alicloud/latest/docs/resources/log_store
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/msk_cluster
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/msk_cluster
https://registry.terraform.io/providers/aliyun/alicloud/latest/docs/resources/cs_autoscaling_config
https://registry.terraform.io/providers/aliyun/alicloud/latest/docs/resources/cs_autoscaling_config
https://registry.terraform.io/providers/aliyun/alicloud/latest/docs/resources/cs_autoscaling_config
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/eks_fargate_profile
https://registry.terraform.io/providers/aliyun/alicloud/latest/docs/resources/cr_ee_instance
https://registry.terraform.io/providers/aliyun/alicloud/latest/docs/resources/cr_ee_instance
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/ecr_repository
https://registry.terraform.io/providers/aliyun/alicloud/latest/docs/resources/fc_alias
https://registry.terraform.io/providers/aliyun/alicloud/latest/docs/resources/fc_alias
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/lambda_alias
https://registry.terraform.io/providers/aliyun/alicloud/latest/docs/resources/db_instance
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/redshift_cluster
https://registry.terraform.io/providers/aliyun/alicloud/latest/docs/resources/kvstore_instance
https://registry.terraform.io/providers/aliyun/alicloud/latest/docs/resources/kvstore_instance
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/elasticache_cluster
https://registry.terraform.io/providers/aliyun/alicloud/latest/docs/resources/db_instance
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/db_instance
https://registry.terraform.io/providers/aliyun/alicloud/latest/docs/resources/instance
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/ami_launch_permission
https://registry.terraform.io/providers/aliyun/alicloud/latest/docs/resources/ess_alarm
https://registry.terraform.io/providers/aliyun/alicloud/latest/docs/resources/ess_alarm
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/appautoscaling_policy
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/appautoscaling_policy
https://registry.terraform.io/providers/aliyun/alicloud/latest/docs/resources/ros_template
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/cloudformation_stack
https://registry.terraform.io/providers/aliyun/alicloud/latest/docs/resources/network_acl_attachment
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/default_network_acl
https://registry.terraform.io/providers/aliyun/alicloud/latest/docs/resources/slb
https://registry.terraform.io/providers/aliyun/alicloud/latest/docs/resources/slb
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/app_cookie_stickiness_policy
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/app_cookie_stickiness_policy
https://registry.terraform.io/providers/aliyun/alicloud/latest/docs/resources/vpn_customer_gateway
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/vpn_connection
https://registry.terraform.io/providers/aliyun/alicloud/latest/docs/resources/ddosbgp_instance
https://registry.terraform.io/providers/aliyun/alicloud/latest/docs/resources/ddosbgp_instance
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/shield_protection
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instance
Web Application / AWS WAF /aws_waf_byte_match_s
Firewall (WAF) . . et

alicloud_waf_instance
Resource AWS ldentity and
Access /alicloud_ram_access_k Access Jaws. iam_access. ke
Management ey Management -lam.. -Key
(RAM) (1AM)
Elastic Block Amazon Elastic

astic Bloc
/alicloud_disk Block Store /aws_ebs_snapshot_ids
Storage (EBS)
(EBS)

Object Amazon Simple
Storage /alicloud_oss_bucket  Storage Service Jaws_s3_access_point
Service (0SS) (S3)

Amazon Elastic

File Storage NAS / File System Jaws_efs_backup_policy
alicloud_nas_access_group  (EFS)

Théng tin thém vé Terraform, vui long truy cap


https://registry.terraform.io/providers/aliyun/alicloud/latest/docs/resources/waf_instance
https://registry.terraform.io/providers/aliyun/alicloud/latest/docs/resources/waf_instance
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/waf_byte_match_set
https://registry.terraform.io/providers/aliyun/alicloud/latest/docs/resources/ram_access_key
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/iam_access_key
https://registry.terraform.io/providers/aliyun/alicloud/latest/docs/resources/disk
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/data-sources/ebs_snapshot_ids
https://registry.terraform.io/providers/aliyun/alicloud/latest/docs/resources/oss_bucket
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/s3_access_point
https://registry.terraform.io/providers/aliyun/alicloud/latest/docs/resources/nas_access_group
https://registry.terraform.io/providers/aliyun/alicloud/latest/docs/resources/nas_access_group
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/efs_backup_policy
https://github.com/alibabacloud-howto/terraform-templates

/4 A1Consulting » (=] Alibaba Cloud

Théng qua méi quan hé déi tac chién lugc voi Alibaba Cloud, A1 Consulting mang dén
cho khach hang Viét Nam mét trai nghiém déc ddo, két hop hoan hao gitta céng nghé
dam may tién tién va su thau hiéu sdu sac vé thi trudng néi dia.

Su két hop ndy dam bao doanh nghiép cua ban khéng chi dugc tiép cén vdi cac giai
phdp dam may hang dau thé gidi, ma con nhén dugc su hé trg tan tdm tir mét doi tac
am tudng vé moi trudng kinh doanh Viét Nam.

Vugt xa viéc cung cédp don thuan dich vu dam méy cua Alibaba, A1 Consulting con chu
trong vao viéc thiét k& va trién khai nhiing giai phap tuy bién, dap ung chinh xac nhu
cau déc thu cua ting doanh nghiép, gidp ban téi vu hda hiéu suat va dat duoc lgi thé
canh tranh vuot tréi
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